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Source of graphic: http://360.here.com/2013/11/28/putting-firmly-drivers-seat/
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Siemens, “Ford Motor Company Case Study,” Siemens PLM Software, 2014 

McKendrick, J. “Cars become ‘datacenters on wheels’, carmakers become software companies,” ZDJNet, 2013

2005

http://www.plm.automation.siemens.com/en_us/about_us/success/case_study.cfm?Component=63184&ComponentTemplate=1481
http://www.zdnet.com/article/cars-become-datacenters-on-wheels-car-makers-become-software-companies/
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Source:

https://interact.gsa.gov/sites/default/files/J3061%20JP%20presentation.pdf

Verification, Validation and Testing

https://interact.gsa.gov/sites/default/files/J3061%20JP%20presentation.pdf
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Verification, Validation and Testing

Safety Critical System

Functional Safety Standard

Best Practices and Guidelines 

Functional Safety Certification
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IEC 61508 - ISO 26262

IEC 61508 is a functional safety standard for Industrial Automation

Umbrella for industry-specific adaptions:

▪ ISO 26262 - Automotive

▪ ISO 25119 - Agriculture and Forestry

▪ EN 50128  - Rail

▪ IEC 62304 - Medical

▪ IEC 61511 - Process Control

Supported by

IEC Certification Kit

/ Motorcycle
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ISO 26262: 2018 Structure
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ISO 26262: Model-Based Design in Part 5 and Part 11

Model-Based Design 

❖ Development

❖ Verification & Validation

❖ Code generation

Tool classification and qualification

Model-Based Systems Engineering

Design of hardware system

HDL Code generation
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ISO 26262 Overview
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ISO 26262 Part 6 – IEC Certification Kit and Reference Workflow
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1o A B C D

1n + + ‡ ‡

1m + + + ‡

1l + + + ‡

To
p

ic
s

1k ASIL A B C D ‡ ‡ ‡ ‡

1j A B C D A B C D + + ‡ ‡ ‡ ‡ ‡ ‡

1i + + + + ‡ ‡ ‡ ‡ A B C D ‡ ‡ ‡ ‡ + + + + A B C D

1h ‡ ‡ ‡ ‡ + + + ‡ + + ‡ ‡ + ‡ ‡ ‡ ‡ ‡ ‡ ‡ + + + +

1g + ‡ ‡ ‡ + + + ‡ + + ‡ ‡ + ‡ ‡ ‡ + + ‡ ‡ ‡ ‡ ‡ ‡ A B C D

1f + ‡ ‡ ‡ ‡ ‡ ‡ ‡ + + ‡ ‡ + ‡ ‡ ‡ + + ‡ ‡ + + ‡ ‡ + ‡ ‡ ‡

1e + + + ‡ A B C D + ‡ ‡ ‡ o o + + A B C D + + ‡ ‡ o o + + A B C D + + ‡ ‡ A B C D + + ‡ ‡

1d o + ‡ ‡ + + + + + ‡ ‡ ‡ o o + ‡ + + + + ‡ ‡ ‡ ‡ + + ‡ ‡ + + + + A B C D ‡ ‡ ‡ ‡ + + + + A B C D + + ‡ ‡

1c ‡ ‡ ‡ ‡ + + ‡ ‡ + + + ‡ + + + ‡ + + ‡ ‡ ‡ ‡ ‡ ‡ + ‡ ‡ ‡ + ‡ ‡ ‡ + + + ‡ + + ‡ ‡ + ‡ ‡ ‡ A B C D + + ‡ ‡ A B C D + + ‡ ‡

1b ‡ ‡ ‡ ‡ ‡ ‡ + + ‡ ‡ ‡ ‡ + ‡ ‡ ‡ ‡ ‡ + + + ‡ ‡ ‡ + + + + + ‡ ‡ ‡ + ‡ ‡ ‡ ‡ ‡ ‡ ‡ + ‡ ‡ ‡ + + ‡ ‡ ‡ ‡ ‡ ‡ + + + ‡ + ‡ ‡ ‡

1a ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ + o o ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ + o o ‡ ‡ ‡ ‡ ‡ ‡ + + ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ + + ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡ ‡

Table 1 Table 2 Table 3 Table 4 Table 5 Table 6 Table 7 Table 8 Table 9 Table 10 Table 11 Table 12 Table 13 Table 14 Table 15

Tables

ISO 26262 Part 6

Table 1 – Topics To Be Covered By Modeling and Coding Guidelines

Topics
ASIL

A B C D

1i Concurrency aspects + + + +

1h Use of naming conventions ‡ ‡ ‡ ‡

1g Use of style guides + ‡ ‡ ‡

1f Use of unambiguous graphical representation + ‡ ‡ ‡

1e Use of well-trusted design principles + + + ‡

1d Use of defensive implementation techniques + + ‡ ‡

1c Enforcement of strong typing ‡ ‡ ‡ ‡

1b Use of  language subsets ‡ ‡ ‡ ‡

1a Enforcement of low complexity ‡ ‡ ‡ ‡

‡ Highly recommended

+ Recommended

o No recommendation
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Table 1 Table 2 Table 3 Table 4 Table 5 Table 6 Table 7 Table 8 Table 9 Table 10 Table 11 Table 12 Table 13 Table 14 Table 15

Tables

ISO 26262 Part 6 – IEC Certification Kit Documentation

Annotated method tables with suggestions on 

how to use Model-Based Design processes and 

tools to apply the methods listed in ISO 26262-6

‡ Highly recommended

+ Recommended

o No recommendation

Contains
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+Contains

Table 1 – Topics To Be Covered By Modeling and Coding Guidelines

Topics
ASIL

A B C D

1i Concurrency aspects + + + +

1h Use of naming conventions ‡ ‡ ‡ ‡

1g Use of style guides + ‡ ‡ ‡

1f Use of unambiguous graphical representation + ‡ ‡ ‡

1e Use of well-trusted design principles + + + ‡

1d Use of defensive implementation techniques + + ‡ ‡

1c Enforcement of strong typing ‡ ‡ ‡ ‡

1b Use of  language subsets ‡ ‡ ‡ ‡

1a Enforcement of low complexity ‡ ‡ ‡ ‡
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ISO 26262 - Reference Workflow
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ISO 26262 Part 6: 2018

Table 2 Software Architecture Design Notations has similar suitability wording for use of Simulink and Stateflow 

Simulink and Stateflow as Suitable for Software Architecture, Design and as basis for Code Generation
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Structure of the IEC Certification Kit

1. Reference Workflow for systematic Verification and Validation (V&V) of models and generated code

2. Tool certification/qualification accomplished by tool test suites, vendor audits, and reference workflow
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Traditional Development Process
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Manual Coding
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Model-Based Design Workflow
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Complete Model-Based Design Workflow

get the complete confidence in your design 
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Back-to-back testing
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Complete Model-Based Design Workflow for ISO 26262

Equivalence 

testing

Software textual 
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Embedded software testing

▪ Certifiable Model-Based Design Workflow to develop critical embedded software

▪ Reviewed and approved by TÜV SÜD certification authority

▪ Detailed workflow documented in MathWorks IEC Certification Kit

Prevention of 

unintended 

functionality

Back-to-back testing
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Reference Workflow
▪ Certifiable Model-Based Design Workflow to develop critical embedded software

▪ Reviewed and approved by TÜV SÜD certification authority

▪ Detailed workflow documented in MathWorks IEC Certification Kit
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KOSTAL Achieves ISO 26262 ASIL D Certification 

using Embedded Coder

Challenge
Develop automotive electronic steering column lock 

software and certify it to the highest-level functional 

safety standard

Solution
Use Model-Based Design to design, implement, and 

verify the application software via back-to-back PIL 

testing required for ISO 26262 ASIL D certification

Results

▪ Development and certification time cut by 30%

▪ 80% of errors identified in modeling phase

▪ PIL test framework for ISO 26262 established

“Using Model-Based Design to design, implement, and 

verify our software for the highest functional safety standard 

enabled our team to save costs, increase efficiency, and 

ensure software quality. Without Model-Based Design, 

more engineers would be needed to complete the project in 

the same time frame.” 

– Cheng Hui, KOSTAL

Kostal’s electronic steering column lock module

Link to user story

https://www.mathworks.com/company/newsletters/articles/automating-the-analysis-of-rf-measurement-data-for-high-performance-computing-cables.html
https://www.mathworks.com/company/user_stories/kostal-asia-r-d-center-receives-iso-26262-asil-d-certification-for-automotive-software-developed-with-model-based-design.html
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LG Chem Develops AUTOSAR - and ISO 26262 - Compliant Software of 

a Battery Management System (BMS) for a Hybrid Vehicle 

Challenge
Design and implement production battery management 

system (BMS) software for the Volvo XC90 plug-in hybrid

Solution

Use Model-Based Design with MATLAB and Simulink to 

model, simulate, verify, and generate production code for 

AUTOSAR application layer software components

Results

▪ Existing library of core components reused

▪ Software issues reduced by more than 50%

▪ ISO 26262 ASIL C certification achieved

“Model-Based Design with MATLAB and Simulink enables us 

to increase component reuse, reduce manual coding, 

improve communication with our customers, and ultimately 

deliver higher-quality BMS in less time.”

- Won Tae Joe, LG Chem

Link to user story

The LG Chem battery management system.

https://www.mathworks.com/company/newsletters/articles/automating-the-analysis-of-rf-measurement-data-for-high-performance-computing-cables.html
http://www.mathworks.com/company/newsletters/articles/developing-autosar-compliant-software-for-a-hybrid-vehicle-battery-management-system-with-model-based-design.html
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Software

Integration

Hardware/Software

Integration

System Integration 

& Calibration

System Design

Software Design

Coding

System Requirements

Verification & Validation

Requirements
Executable

Specification

Model used for 

production code 

generation

Simulink Models

C/C++

Generated code

▪ Author, manage requirements in Simulink

▪ Early verification to find defects sooner

▪ Automate manual verification tasks

▪ Workflow that conforms to safety standards

“Reduce costs and project risk 

through early verification, shorten 

time to market on a certified system, 

and deliver high-quality production 

code that was first-time right”   

Michael Schwarz, ITK Engineering

Verification

Modeling Automation

CodingAnalysisSimulation
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High Integrity Verification Workflow

Requirements
Executable

Specification

Model used for 

production code 

generation

Simulink Models

C/C++

Generated code

Verification

Modeling Automation

CodingAnalysisSimulation
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High Integrity Verification Workflow

Requirements
Executable

Specification

Model used for 

production code 

generation

Simulink Models

C/C++

Generated code

Verification

Modeling Automation

CodingAnalysisSimulation

Requirements Traceability

Prevent unintended design behavior

Product Name: Simulink Requirements
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High Integrity Verification Workflow

Requirements
Executable

Specification

Model used for 

production code 

generation

Simulink Models

C/C++

Generated code

Verification

Modeling Automation

CodingAnalysisSimulation

Standards Compliance with Review and Static Analysis

Confirm design meets standard guidelines

Product Name: Simulink Check
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High Integrity Verification Workflow

Requirements
Executable

Specification

Model used for 

production code 

generation

Simulink Models

C/C++

Generated code

Verification

Modeling Automation

CodingAnalysisSimulation

Formal Verification

Prove that the design is robust and meets requirements

Product Name: Simulink Design Verifier
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High Integrity Verification Workflow

Requirements
Executable

Specification

Model used for 

production code 

generation

Simulink Models

C/C++

Generated code

Verification

Modeling Automation

CodingAnalysisSimulation

Component and System Testing

Confirm with testing in simulation (MIL) that design meets requirements

Product Name: Simulink Test MIL, Model in the Loop, simulate on host PC
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High Integrity Verification Workflow

Requirements
Executable

Specification

Model used for 

production code 

generation

Simulink Models

C/C++

Generated code

Verification

Modeling Automation

CodingAnalysisSimulation

Back to Back Testing

Equivalence checking and testing for SIL and PIL

Product Name: Simulink Test

SIL, Software in the Loop, execute on host PC

PIL, Processor in the Loop, execute on target processor,

or instruction set simulator
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High Integrity Verification Workflow

Requirements
Executable

Specification

Model used for 

production code 

generation

Simulink Models

C/C++

Generated code

Verification

Modeling Automation

CodingAnalysisSimulation

Coverage Analysis

Verify that design has been completely tested in MIL, SIL, PIL

Product Name: Simulink Coverage

MIL, Model in the Loop, simulate on host PC

SIL, Software in the Loop, execute on host PC

PIL, Processor in the Loop, execute on target processor,

or instruction set simulator
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High Integrity Verification Workflow

Requirements
Executable

Specification

Model used for 

production code 

generation

Simulink Models

C/C++

Generated code

Verification

Modeling Automation

CodingAnalysisSimulation

Automatic Test Generation

Generate tests for back-to-back testing, coverage analysis, etc.

Product Name: Simulink Design Verifier
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High Integrity Verification Workflow

Requirements
Executable

Specification

Model used for 

production code 

generation

Simulink Models

C/C++

Generated code

Verification

Modeling Automation

CodingAnalysisSimulation

Static Code Analysis

Check that code meets standards (MISRA) and free of run-time errors

Product Name: Polyspace Bug Finder, Polyspace Code Prover



37

Verification

Modeling Automation

CodingAnalysisSimulation

Submit
Developers &

Test Authors

Development

Verify

Continuous

Integration

Version

Control

Monitor               Review

T
ri
g
g
e
r

Automate Workflow with Continuous Integration

Learn more: Continuous Integration for Verification of Simulink Models

https://www.mathworks.com/company/newsletters/articles/continuous-integration-for-verification-of-simulink-models.html
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Prevention of 

unintended 

functionality

Back-to-back testing

Prevention of 

unintended 

functionality

Back-to-back testing

Third-party toolSimulink Requirements System Composer Simulink, Stateflow, Fixed-Point Designer,

AUTOSAR Blockset
Embedded Coder

Simulink Requirements

Requirements linking

Simulink Design Verifier

Property proving*

Simulink Design Verifier

Test generation*

Simulink Real-Time

HIL testSIL/PIL test

Embedded Coder, Simulink Test

Traceability matrix analysis 

IEC Certification Kit

Model vs. code coverage comparison

Simulink Test, Simulink Coverage

MISRA checking

Run-time error detection*

Polyspace products

Equivalence 

testing

Software textual 

requirements
Software 

architecture

Executable 

specification

Model used for 

production 

code generation

Generated 

C/C++ code

Integrated 

object code

System 

requirements

Architecture

Development

Requirements 

Authoring
Modeling

…

Code Generation

Module and integration 

testing / traceability

Review 

and static 

analysis

Back-to-back testing

Static code analysis 

and verificationRequirements 

traceability

Integration testing

Embedded software testing

Equivalence 

testing

Software textual 

requirements
Software 

architecture

Executable 

specification

Model used for 

production 

code generation

Generated 

C/C++ code

Integrated 

object code

System 

requirements

Architecture

Development

Requirements 

Authoring
Modeling

…

Code Generation

Module and integration 

testing / traceability

Review 

and static 

analysis

Back-to-back testing

Static code analysis 

and verificationRequirements 

traceability

Integration testing

Embedded software testing

Compilation

and Linking

Compilation

and Linking

Simulation / test authoring / coverage analysis

Simulink Test, Simulink Coverage

Modeling standards checking, Design error detection*

Simulink Check, Simulink Design Verifier

Reference Workflow - ISO 26262 Part 6

https://www.mathworks.com/products/simulink-requirements.html
https://www.mathworks.com/products/system-composer.html
https://www.mathworks.com/products/simulink.html
https://www.mathworks.com/products/stateflow.html
https://www.mathworks.com/products/fixed-point-designer.html
https://it.mathworks.com/products/autosar.html
https://www.mathworks.com/products/embedded-coder.html
https://www.mathworks.com/products/simulink-requirements.html
https://www.mathworks.com/products/sldesignverifier.html
https://www.mathworks.com/products/sldesignverifier.html
https://www.mathworks.com/products/simulink-real-time.html
https://www.mathworks.com/products/embedded-coder.html
../Simulink%20Test/SLTest.pptx
https://www.mathworks.com/products/iec-61508.html
../Simulink Test/SLTest.pptx
https://www.mathworks.com/products/simulink-coverage.html
../Polyspace/Polyspace.pptx
../Simulink Test/SLTest.pptx
https://www.mathworks.com/products/simulink-coverage.html
https://www.mathworks.com/products/simulink-check.html
https://www.mathworks.com/products/sldesignverifier.html
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How MathWorks helps you to achieve your goals?

Tools

Services
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Tools 
Evaluation

Process 
Evaluation

Implementation

Tools Adoption - MathWorks support and services

Formal Assessment  

Consulting services

Showing tools scopes and adoption

Application Engineering

Customer specific tool enhancements

Consulting services

Training usage

Training services

Solving general issues

Technical support
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How MathWorks helps you to achieve your goals?

Different groups for different aspects:

▪ Application Engineering

▪ Training Services

▪ Consulting Services

▪ Technical Support

Tools

Support 

&

Services
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Application Engineering 

▪ Show tools potential and how to adopt them 

▪ Support directly with technical coaching

▪ Methodology support

▪ Suggestions on how adopt new features 

Examples:

▪ Specific Seminars/Workshops (Code generation – V&V – System Engineering)

▪ Generic Seminars (What’s new – New products) 

▪ Advisory on specific topics

▪ Help on map MW workflow to customer needs

▪ Coordination of technical activities between MW and customers
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How MathWorks helps you to achieve your goals?

Different groups for different aspects:

▪ Application Engineering

▪ Training Services

▪ Consulting Services

▪ Technical Support

Tools

Support 

&

Services
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Training Services

Link

https://it.mathworks.com/services/training/courses.html?s_tid=gn_trg_co
https://it.mathworks.com/services/training/courses.html?s_tid=gn_trg_co
https://it.mathworks.com/services/training/courses.html?s_tid=gn_trg_co
https://it.mathworks.com/services/training/courses.html?s_tid=gn_trg_co
https://it.mathworks.com/services/training/courses.html?s_tid=gn_trg_co
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How MathWorks helps you to achieve your goals?

Different groups for different aspects:

▪ Application Engineering

▪ Training Services

▪ Consulting Services

▪ Technical Support

Tools

Support 

&

Services
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Consulting Services

Link

https://it.mathworks.com/services/consulting/proven-solutions.html
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…helps to:
• educate engineers on the standard
• identify gaps in current design processes,
• provide a road map to an optimized process 

framework using Model-Based Design, and

• assist with deployment of that road map. 

Familiarize with Existing 
Processes and Tools

Perform Gap Analysis

Provide Targeted 
Instruction

Hands-On Deployment 
Support

✓ Identify current 
challenges and 
process 
improvements

✓ Provide a roadmap to 
an optimized process 
framework using 
MBD

✓ Identify instruction 
and deployment 
support needs

✓ Review current 
process, tools, 
application

✓ ISO: ASIL level (A-D) 
and Tool Confidence 
Levels (TCLs)

✓ Process framework 
for using MBD with 
DO/ISO

✓ Fundamentals of 
standard

✓ Tools & Prioritized 
Needs

✓ Assistance in applying 
our tools  in areas 
such as:
✓ Modeling
✓ Simulation
✓ Code gen
✓ V&V

✓ Planning docs & tool 
qualification artifacts 
using qual kit

ISO 26262 Process Deployment Advisory Service 

Link

https://www.mathworks.com/services/consulting/proven-solutions/iso26262.html
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How MathWorks helps you to achieve your goals?

Different groups for different aspects:

▪ Application Engineering

▪ Training Services

▪ Consulting Services

▪ Technical Support

Tools

Support 

&

Services
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Technical Support

Link

https://it.mathworks.com/support/contact_us.html
https://it.mathworks.com/support/contact_us.html
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Integration testing

Embedded software testing

Q&A

Equivalence 

testing

Software textual 

requirements
Software 

architecture

Executable 

specification

Model used for 

production 

code generation

Generated 

C/C++ code

Integrated 

object code

System 

requirements

Architecture

Development

Requirements 

Authoring
Modeling

…

Code Generation

Review 

and static 

analysis

Back-to-back testing

Static code analysis 

and verificationRequirements 

traceability

Compilation

and Linking

Prevention of 

unintended 

functionality

Back-to-back testing

Nukul Sehgal

Application Engineer

nsehgal@mathworks.com

More information: 


