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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
different types of ISO documents should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of
any patent rights identified during the development of the document will be in the Introduction and/or
on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation on the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the following
URL: www.iso.org/iso/foreword.html.

This document was prepared by Technical Committee ISO/TC 22, Road vehicles Subcommittee SC 32,
Electrical and electronic components and general system aspects.

This edition of ISO 26262 series of standards cancels and replaces the edition ISO 26262:2011 series of
standards, which has been technically revised and includes the following main changes:

— requirements for trucks, buses, trailers and semi-trailers;

— extension of the vocabulary;

— more detailed objectives;

— objective oriented confirmation measures;

— management of safety anomalies;

— references to cyber security;

— updated target values for hardware architecture metrics;

— guidance on model based development and software safety analysis;
— evaluation of hardware elements;

— additional guidance on dependent failure analysis;

— guidance on fault tolerance, safety related special characteristics and software tools;
— guidance for semiconductors;

— requirements for motorcycles; and

— general restructuring of all parts for improved clarity.
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NOTE The first edition of this document was published in 2012, therefore this document cancels and

replaces [SO 26262-10:2012,.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.

Alist of all parts in the ISO 26262 series can be found on the ISO website.
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Introduction

The ISO 26262 series of standards is the adaptation of IEC 61508 series of standards to address the
sector specific needs of electrical and/or electronic (E/E) systems within road vehicles.

This adaptation applies to all activities during the safety lifecycle of safety-related systems comprised
of electrical, electronic and software components.

Safety is one of the key issues in the development of road vehicles. Development and integration of
automotive functionalities strengthen the need for functional safety and the need to provide evidence
that functional safety objectives are satisfied.

With the trend of increasing technological complexity, software content and mechatronic
implementation, there are increasing risks from systematic failures and random hardware failures,
these being considered within the scope of functional safety. ISO 26262 series of standards includes
guidance to mitigate these risks by providing appropriate requirements and processes.

To achieve functional safety, the ISO 26262 series of standards:

a) provides a reference for the automotive safety lifecycle and supports the tailoring of the activities
to be performed during the lifecycle phases, i.e., development, production, operation, service and
decommissioning;

b) provides an automotive-specific risk-based approach to determine integrity levels [Automotive
Safety Integrity Levels (ASILs)];

c) uses ASILs to specify which of the requirements of ISO 26262 are applicable to avoid unreasonable
residual risk;

d) provides requirements for functional safety management, design, implementation, verification,
validation and confirmation measures; and

e) provides requirements for relations between customers and suppliers.

The ISO 26262 series of standards is concerned with functional safety of E/E systems that is achieved
through safety measures including safety mechanisms. It also provides a framework within which
safety-related systems based on other technologies (e.g. mechanical, hydraulic and pneumatic) can be
considered.

The achievement of functional safety is influenced by the development process (including such
activities as requirements specification, design, implementation, integration, verification, validation
and configuration), the production and service processes and the management processes.

Safety is intertwined with common function-oriented and quality-oriented activities and work
products. The ISO 26262 series of standards addresses the safety-related aspects of these activities and
work products.

Figure 1 shows the overall structure of the ISO 26262 series of standards. The I1SO 26262 series of
standards is based upon a V-model as a reference process model for the different phases of product
development. Within the figure:

— the shaded “V”s represent the interconnection among ﬁSO 26262-3, ﬁSO 26262-@, ﬁSO 26262-5,

[SO 26262-6 and [SO 26262-7

— for motorcycles:

— IS0 26262-12:2018, Clause 8 supports [SO 26262-3;
— 1S0 26262-12:2018, Clauses 9 and 10 support [SO 26262-4;;

— the specific clauses are indicated in the following manner: “m-n”, where “m” represents the number

of the particular part and “n” indicates the number of the clause within that part.

viii © ISO 2018 - All rights reserved
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EXAMPLE “2-6" represents [SO 26262-2:2018, Clause 6.

| 1. Vocabulary

2. Management of functional safety

2-7 Safety management regarding production,

2-5 Overall safety management 2-6 Project dependent safety management . : Lo
| v ty 5 | | ) P ty & | operation, service and decommissioning

Production, operation,
service and
decommissioning

3. Concept phase 4. Product development at the system level

eral topics for the product
ent at the system level

4-7 System and item integr;
and testing

| 3-5 Item definition

3-6 Hazard analysis and risk - 7-5 Planning for production,
Hssessment Y _I afety concept | | 4-8 Safety validation operation, service and
decommissioning
| 3-7 Functional safety concept |
| 7-6 Production
12. Adaptation of ISO 26262 7-7 Operation, service and
for motorcycles decommissioning
12-5 General topics for adaptation
for motorcycles
12-6 Safety culture
12-7 Confirmation measures
12-8 Hazard analysis and risk Lon
assessment unit ve
12-9 Vehicle integration and v
testing
12-10 Safety validation
verification
8. Supporting processes
8-5 Interfaces within distributed developments 8-9 Verification 8-14 Proven in use argument
8-6 Specification and management of safety 8-10 Documentation management 8-15 Interfacing an application that is out of scope
requirements 8-11 Confidence in the use of software tools of IS0 26262
8-7 Configuration management 8-12 Qualification of software components 8-16 Integration of safety-related systems not
8-8 Change management 8-13 Evaluation of hardware elements developed according to 1SO 26262

9. Automotive safety integrity level (ASIL)-oriented and safety-oriented analyses

[9-5 Requirements decomposition with respect to ASIL tailoring | [9-7 Analysis of dependent failures

[9-6 Criteria for coexistence of elements | [9-8 Safety analyses

| 10. Guidelines on ISO 26262

| 11. Guidelines on application of ISO 26262 to semiconductors

Figure 1 — Overview of the ISO 26262 series of standards
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INTERNATIONAL STANDARD ISO 26262-10:2018(E)

Road vehicles — Functional safety —

Part 10:
Guidelines on ISO 26262

1 Scope

This document is intended to be applied to safety-related systems that include one or more electrical
and/or electronic (E/E) systems and that are installed in series production road vehicles, excluding
mopeds. This document does not address unique E/E systems in special vehicles such as E/E systems
designed for drivers with disabilities.

NOTE Other dedicated application-specific safety standards exist and can complement the ISO 26262 series
of standards or vice versa.

Systems and their components released for production, or systems and their components already under
development prior to the publication date of this document, are exempted from the scope of this edition.
This document addresses alterations to existing systems and their components released for production
prior to the publication of this document by tailoring the safety lifecycle depending on the alteration.
This document addresses integration of existing systems not developed according to this document and
systems developed according to this document by tailoring the safety lifecycle.

This document addresses possible hazards caused by malfunctioning behaviour of safety-related E/E
systems, including interaction of these systems. It does not address hazards related to electric shock,
fire, smoke, heat, radiation, toxicity, flammability, reactivity, corrosion, release of energy and similar
hazards, unless directly caused by malfunctioning behaviour of safety-related E/E systems.

This document describes a framework for functional safety to assist the development of safety-
related E/E systems. This framework is intended to be used to integrate functional safety activities
into a company-specific development framework. Some requirements have a clear technical focus to
implement functional safety into a product; others address the development process and can therefore
be seen as process requirements in order to demonstrate the capability of an organization with respect
to functional safety.

This document does not address the nominal performance of E/E systems.

This document provides an overview of the ISO 26262 series of standards, as well as giving additional
explanations, and is intended to enhance the understanding of the other parts of the ISO 26262 series
of standards. It has an informative character only and describes the general concepts of the ISO 26262
series of standards in order to facilitate comprehension. The explanation expands from general
concepts to specific contents.

In the case of inconsistencies between this document and another part of the ISO 26262 series of
standards, the requirements, recommendations and information specified in the other part of the
ISO 26262 series of standards apply.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

[SO 26262-1|, Road vehicles — Functional safety — Part 1: Vocabulary

© ISO 2018 - All rights reserved 1
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3 Terms and definitions

For the purposes of this document, the terms, definitions and abbreviated terms given in
[SO 26262-1 apply.

ISO and [EC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at http://www.electropedia.org/

— ISO Online browsing platform: available at https://www.iso.org/obp

4 Key concepts of ISO 26262

4.1 Functional safety for automotive systems (relationship with IEC 61508[1])

IEC 61508, Functional Safety of electrical/electronic/programmable electronic safety-related systems, is
designated by IEC as a generic standard and a basic safety publication. This means that industry sectors
will base their own standards for functional safety on the requirements of IEC 61508.

In the automotive industry, there are a number of issues with applying IEC 61508 directly. Some of
these issues and corresponding differences in the ISO 26262 series of standards are described below.

IEC 61508 is based upon the model of “equipment under control”, for example an industrial plant that
has an associated control system as follows:

a) Ahazard analysis identifies the hazards associated with the equipment under control (including the
equipment control system), to which risk reduction measures will be applied. This can be achieved
through electrical/electronic/programmable electronic (E/E/PE) systems, or other technology
safety-related systems (e.g. a safety valve), or external measures (e.g. a physical containment of
the plant). The ISO 26262 series of standards contains a normative automotive scheme for hazard
classification based on severity, probability of exposure and controllability.

b) Risk reduction allocated to E/E/PE systems is achieved through safety functions, which are
designated as such. These safety functions are either part of a separate protection system, or can be
incorporated into the plant control. It is not always possible to make this distinction in automotive
systems. The safety of a vehicle depends on the behaviour of the control systems themselves.

The ISO 26262 series of standards uses the notion of safety goals and a safety concept as follows:

— a hazard analysis and risk assessment identifies hazards and hazardous events that need to be
prevented, mitigated, or controlled;

— atleast one safety goal is associated with each hazardous event that has been classified as ASIL A,
B, Cor D;

— an Automotive Safety Integrity Level (ASIL) is associated with each safety goal;
— the functional safety concept is a statement of the functionality to achieve the safety goal(s);

— the technical safety concept is a statement of how this functionality is implemented on the system
level by hardware and software; and

— software safety requirements and hardware safety requirements state the specific safety
requirements which will be implemented as part of the software and hardware design.

EXAMPLE The airbag system.
— One of the hazards is unintended deployment.
— An associated safety goal is that the airbag only deploys when a crash occurs that requires the deployment.

— The functional safety concept can specify a redundant function to detect whether the vehicle is in a collision.

2 © ISO 2018 - All rights reserved
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— The technical safety concept can specify the implementation of two independent accelerometers with
different axial orientations and two independent firing circuits. The squib deploys if both are closed.

IEC 61508 is aimed at singular or low volume systems. The system is built and tested, then installed
in the plant, and then safety validation is performed. For mass-market systems such as road vehicles,
safety validation is performed before the release for volume (series) production. Therefore, the order
of lifecycle activities in the ISO 26262 series of standards is different. Related to this,
addresses requirements for production. These are not covered in [EC 61508.

[EC 61508 does not address specific requirements for managing development across multiple
organizations and supply chains. Because automotive systems are produced by vehicle manufacturers
themselves, by one or more suppliers to the manufacturer or by collaboration between manufacturer
and supplier(s), the ISO 26262 series of standards includes requirements to explicitly address this issue,
including the Development Interface Agreement (DIA) (see ISO 26262-8:2018, Clause 5).

IEC 61508 does not contain normative requirements for hazard classification. The ISO 26262 series
of standards contains an automotive scheme for hazard classification. This scheme recognises that a
hazard in an automotive system does not necessarily lead to an accident. The outcome will depend on
whether the persons at risk are actually exposed to the hazard in the situation in which it occurs; and
whether the involved people are able to take steps to control the outcome of the hazard. An example
of this concept, applied to a failure which affects the controllability of a moving vehicle, is given in

Figure 2.

NOTE This conceptis intended only to demonstrate that there is not necessarily a direct correlation between
a failure occurring and the accident. It is not a representation of the hazard analysis and risk assessment process,
although the parameters evaluated in this process are related to the probabilities of the state transitions shown
in the figure.

Correctly
functioning item
(including safe
states)
Failure is
controlled, N I
it Failure occurs
mltlgat.ed or v
transient
Incorrectly
functioning item
(hazard present)
Control attempt 0N Driving situation
successful present
Attempt control
action
Control attempt
v unsuccessful
Accident

Figure 2 — State machine model of automotive risk

The requirements for hardware development () and software development ()
are adapted for the state-of-the-art in the automotive industry. For the methods listed in the [SO 26262
series of standards specific goals are provided. To achieve these goals, the provided methods can be
applied or a rationale that alternative methods can also achieve the goal is provided.

Safety requirements in the ISO 26262 series of standards are assigned an ASIL (Automotive Safety
Integrity Level) rather than a SIL (Safety Integrity Level). The main motivation for this is that the SIL

© ISO 2018 - All rights reserved 3
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in IEC 61508 is stated in probabilistic terms (see [EC 61508-1:2010, Table 3). IEC 61508 acknowledges
that qualitative judgement is often required in respect of systematic safety integrity while requiring
quantitative techniques for hardware safety integrity. An ASIL in ISO 26262 is primarily concerned
with requirements for achieving systematic safety in the system, hardware and software; however,
there are probabilistic targets associated with compliance to the requirements of an ASIL with respect
to random hardware failures.

4.2 Item, system, element, component, hardware part and software unit

The terms item, system, element, component, hardware part and software unit are defined in
ISO 26262-1:2018. Figure 3 shows the relationship of item, system, component, hardware part and
software unit. Figure 4 shows an example of item dissolution. A divisible element can be labelled as
a system or a component. A divisible element that meets the criteria of a system can be labelled as a
system. A component is a non-system level, logically and technically separable element. Often the term
component is applied to an element that is only comprised of parts and units, but can also be applied to
an element comprised of lower-level elements from a specific technology area e.g. electrical / electronic
technology (see Figure 4). A hardware part can be further hierarchically composed of hardware
subparts and hardware elementary subparts as applicable.

*
Item — — —DI Function

1.* 1.*

System —_—— A Realization: one instance is realized by another instance
e.g. a function or part of a function is realized by an item
g p y
0..* |
1 * :Zfltseor;]:controller Aggregation: one instance has a set of other instances
. and act'uator (e.g. a system has a set of components)
Component
0 *
component:
* e.g. microcontroller,
1. application software,
HW-Part/
SW-Unit
e.g. CPU,

SW-RAM Test Module

» o«

NOTE1 Depending on the context, the term “element” can apply to the entities “system”, “component”,
“hardware part” and “software unit” in this chart, according to ISO 26262-1:2018, 3.41.

NOTE 2  The system, as it is defined in ISO 26262-1:2018, 3.163, relates at least a sensor, a controller, and an
actuator with one another. The related sensor or actuator can be included in the system, or can be external to
the system.

NOTE3  *means N are possible.

Figure 3 — Relationship of item, system, component, hardware part and software unit
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b
Array of
Systems
- [tem
Systems )
—
. Other
E/E m
/E Systems Communication| technology
| Sensor | | Controller | | Actuator | g Element
Hardware Software Hardware Software Hardware Software
Ci C C Components Components || Components
| | \ \ \
| Hardware || Software | Hardware Software | Hardware || Software
Parts Units Parts Units Parts Units _J

Figure 4 — Example item dissolution

4.3 Relationship between faults, errors and failures

4.3.1 Progression of faults to errors to failures

The terms fault, error and failure are defined in ISO 26262-1:2018. Figure 5 depicts the progression of
faults to errors to failures from three different types of causes: systematic software issues, random
hardware issues and systematic hardware issues. Systematic faults (see ISO 26262-1:2018, 3.165) are
due to design or specification issues; software faults and a subset of hardware faults are systematic.
At the component level, each different type of fault can lead to different failures. However, failures at
the component level are faults at the item level. Note that in this example, at the vehicle level, faults
from different causes can lead to the same failure. A subset of failures at the item level will be hazards
(see ISO 26262-1:2018, 3.75) if additional environmental factors permit the failure to contribute to an
accident scenario.

EXAMPLE If unexpected behaviour of the vehicle occurs while the vehicle is starting to cross an intersection,
a crash can occur, e.g. the risk of the hazardous event “vehicle bucking when starting to cross intersection” is
assessed for severity, exposure and controllability ("bucking" refers to making sudden jerky movements).

© IS0 2018 - All rights reserved 5
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Item —> Fault »  Error > Failure
Systematic : Engine control unit stops )
SW | operation intermittently
i Ignition coil de-energized Ignition
Random HW :I [ intermittently  interrupted — Vehicle bucks
Systematic | Engine control unit interrupts intermittently
HW . operation when wiper is
! switched on >
L L
i Vehicle.---
Component Fault > Error > Failure
’/'/1 Svstematic Programming fault Unwanted endless Engine control unit
¥ SW causes loop termination loop (leads to stops operation
condition Watchdog-Reset) intermittently
Random HW —| Oxidation Loss of electrical Ignition coil de-energized
connection intermittently
Insufficient EMC
Systematic immunity of engine Program sequence Engine control unit interrupts
HW control unit with respect in engine control operation when wiper is
to the wiper cable EMC unit is disturbed switched on
susceptibility

Figure 5 — Example of faults leading to failures

NOTE1 Possible implemented error detection and control on component or item level is not depicted in
Figure 5.

NOTE 2  The failure of the component is the fault on the item level (indicated by the dot dot dashed arrow).
4.4 FTTI and emergency operation tolerant time interval

4.4.1 Introduction

ISO 26262-3:2018, 6.4.4.3 states in the NOTE that the FTTI can be included as part of a safety goal.
Furthermore, ISO 26262-4:2018, 6.4.2.2 specifies that the FTTI and emergency operation tolerance
time interval are to be taken into account in the definition of fault handling time interval for each safety
mechanism.

NOTE Fault handling time interval is a characteristic for a given safety mechanism. Fault tolerant time
interval (FTTI) is a characteristic of an item.

As a part of the process of determining safety goals and functional safety requirements at concept
phase, the FTTI is specified on vehicle level based on vehicle functionality. This time span can be taken
into consideration during product development, leading to the determination of the maximum fault
handling time interval (i.e. sum of the fault detection time interval and the fault reaction time interval as
described in ISO 26262-1:2018, Figure 5) needed to avoid a hazardous event. FTTI is a necessary value
in order to design the response time of a safety mechanism. Within the FTTI, the fault is controlled by
a safety mechanism and the occurrence of a hazardous event can be prevented. This is achieved when
the sum of the fault detection time interval and the fault reaction time interval is shorter than the FTTI.

An emergency operation (ISO 26262-4:2018, 6.4.2.2) is specified when a safe state cannot be reached
within the FTTI. The emergency operation is an operating mode defined as part of the warning and
degradation strategy. Emergency operation is initiated prior to the end of the FTTI and is maintained
until the safe state is reached prior to the end of the emergency operation tolerance time interval. To
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meet the safety goal, a safe state has to be reached before the end of the emergency operation tolerance
time interval.

4.4.2 Timing model — Example control system

4.4.2.1 Control system description

This sub-clause applies the concepts of fault detection time interval (FDTI), fault tolerant time interval
(FTTI), fault reaction time interval (FRTI), emergency operation tolerance time interval (EOTTI) and
diagnostic test time interval (DTTI) to a valve control system example. The system consists of a valve,
position sensor, controller and an electrical motor. The function of the system is to control the valve to
a desired position using the electric motor.

A hazardous event resulting from an unintended flow can occur if the valve is opened a percentage
more than intended. As a fault reaction, the motor is de-energized by a separate circuit in combination
with a mechanical spring which pulls the valve to a default fixed opening position. This fixed opening
position limits the flow resulting in a safe state for the item.

4.4.2.2 Application of timing model to example control system

The specific failure mode considered in this example is a motor fault which drives the valve to its
maximum opening position. This condition can be the result of motor shorted to power or other motor
control issues. Four scenarios are considered.

— Scenario 1: System without any safety mechanism preventing the violation of the safety goal.

A shortin the motor occurs resulting in the valve reaching its maximum position. Because no safety
mechanism is in place a hazardous event can occur once the FTTI is exceeded.

— Scenario 2: System with implemented safety mechanism without emergency operation and a safe
state is achieved within FTTI.

A shortin the motor occurs resulting in the valve reaching its maximum position. The implemented
safety mechanism de-energizes the valve motor and the mechanical spring returns the valve to
a low flow position within the FTTI, preventing a hazardous event. The safety mechanism (the
spring) is designed to operate indefinitely and the safe state can be infinite.

— Scenario 3: System with implemented safety mechanism which prevents a hazardous event within
the FTTI, but emergency operation is needed to transit to a safe state. The safe state is achieved
within the emergency operation tolerance time interval by restricting the vehicle operating state.

A short in the motor occurs resulting in the valve reaching its maximum position. The implemented
safety mechanism de-energizes the valve motor and the mechanical spring returns the valve to a
low flow position within the FTTI. The safety mechanism (the spring) is only designed to operate
for a limited amount of time, the EOTTI. Prior to the expiration of the EOTTI, the vehicle operating
state is restricted such that the flow from the valve cannot cause a hazardous event.

— Scenario 4: System with implemented safety mechanism which prevents a hazardous event is
within the FTTI but emergency operation is needed to transit to a safe state. However, the transition
time takes longer than the EOTTI. As a consequence, the cumulated risk becomes unacceptable,
exceeding the target specified in the functional safety concept.

A short in the motor occurs resulting in the valve reaching its maximum position. The implemented
safety mechanism de-energizes the valve motor and the mechanical spring returns the valve to a
low flow position within the FTTI. The safety mechanism (the spring) is only designed to operate
for a limited amount of time, the EOTTI. In this scenario, the vehicle operation is not restricted
and the item is in emergency operation longer than the expiration of the EOTTI, resulting in an
unreasonable risk of safety goal violation.

© ISO 2018 - All rights reserved 7
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Figure 6 — Timing model example based on ISO 26262-1
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Figure 6 includes 7 time stamps described below:

t1 Time of diagnostic test prior to occurrence of the fault.
t2 Occurrence of fault, fault not detected.

t3 Detection of fault (e.g. due to error counter reaching its threshold, see ISO 26262-1:2018, 3.55
FDTI EXAMPLE), start of fault reaction time interval.

ta Transition to safe state completed (scenario 2), start of emergency operation (scenarios 3
and 4).

ts End of emergency operation (scenario 3).

to Time limit for emergency operation.

ty Occurrence of hazardous event.

4.4.2.3 Warning and degradation strategy

When the valve is in the default position, it can have an impact at the vehicle level. The functional safety
concept may also include a requirement to warn the driver when in this state. This is part of the warning
and degradation strategy and is indicated by the “Driver warning telltale on” arrow on Figure 6 which
can occur within a specified time after t3.

5 Selected topics regarding safety management

5.1 Work product
This sub-clause describes the term "work product”.

A work product is the result of meeting the corresponding requirements of the ISO 26262 series of
standards (see ISO 26262-1:2018, 3.185). Therefore, a work product can provide evidence of compliance
with these safety requirements.

EXAMPLE A requirements specification is a work product that can be documented by means of a
requirements database or a text file. An executable model is a work product that can be represented by modelling
language files that can be executed (e.g. for simulation purposes by using a software tool).

The documentation of a work product (see ISO 26262-8:2018, Clause 10) serves as a record of the
executed safety activities, safety requirements or of related information. Such documentation is not
restricted to any form or medium.

EXAMPLE The documentation of a work product can be represented by electronic or paper files, by a single
document or a set of documents. It can be combined with the documentation of other work products or with
documentation not directly dedicated to functional safety.

To avoid the duplication of information, cross-references within or between documentation can be used.
5.2 Confirmation measures

5.2.1 General

In ISO 26262, specified work products are evaluated during subsequent activities, either as part of the
confirmation measures or as part of the verification activities. This sub-clause describes the difference
between verification and confirmation measures.

© ISO 2018 - All rights reserved 9
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The verification activities are the primary measures in ISO 26262 to provide evidence that a work
product is suitable and complies with the corresponding requirements. The verification of work
products can include:

— verification of the specification, or implementation, of derived safety requirements against the
safety requirements at a higher level, regarding completeness and correctness; or

— the execution of test cases and the examination of test results to provide evidence of the fulfilment
of specified safety requirements, by exercising the item or its element(s).

The verification activities are specified in [SO 26262-3, [SO 26262-4] [SO 26262-5 and [SO 26262-6.
Furthermore, generic requirements regarding the verification activities in the ISO 26262 series of
standards are specified in ISO 26262-8:2018, Clause 9 and further details specific to the verification of
safety requirements are specified in ISO 26262-8:2018, Clause 6.

Verification of work products can be performed by using techniques such as:
— reviews;

— simulation;

— analysis; or

— testing.

Confirmation measures are specified in ISO 26262-2:2018, 6.4.9 and are performed to evaluate the
item's achievement of functional safety.

EXAMPLE If an ASIL decomposition is applied during the system architectural design phase:

— theverification of the resulting system architectural design is performed against the technical safety concept
(see ISO 26262-4:2018, 6.4.9); and

— the confirmation of the correct application of the ASIL decomposition can be performed as part of a functional
safety assessment, with regard to ISO 26262-9:2018, Clause 5, including the confirmation that a dependent
failure analysis has been performed and justifies the claim of sufficient independence between the elements
that implement the corresponding redundant safety requirements.

5.2.2 Functional safety assessment

If the highest ASIL of the item's safety goals is ASIL C or D, a functional safety assessment is performed
to evaluate an item's achievement of functional safety. In [SO 26262-2, certain aspects of a functional
safety assessment are described as well as further aspects of confirmation measures.

The scope of the functional safety assessment is defined in ISO 26262-2:2018, Clause 6.

In the case a functional safety assessment is performed, the results of the functional safety audit and of
the confirmation reviews are an input for the functional safety assessment. The person responsible for
the assessment can perform the assessment according to his/her discretion, including how to make use
of the results of the functional safety audit and confirmation reviews.

EXAMPLE 1 If the results of the functional safety audit are satisfactory, the person responsible for the
functional safety assessment can decide to rely on the results of the audit, without making a further judgement of
the implementation of the processes required for functional safety.

EXAMPLE 2  Based on the confirmation review report of a particular work product, the person responsible
for the assessment can decide to perform, or to request, a more in-depth review of certain aspects of that work
product, or can check whether the confirmation review sufficiently considered the interplay between that work
product and related work products.

NOTE1 Itis possible that the person responsible for the functional safety assessment performs a particular

confirmation review i.e. a confirmation review is not necessarily performed by a person different from the
person responsible for the assessment.
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A functional safety assessment can be repeated or updated.

EXAMPLE 3 A functional safety assessment update because of a change of the item, or element(s) of the
item, that is identified by the change management as having an impact on the functional safety of the item (see
ISO 26262-8:2018, Clause 8).

EXAMPLE 4 A functional safety re-assessment that is triggered by a functional safety assessment report that
recommends a conditional acceptance or a rejection of the item's functional safety. In this case, the iteration
includes a follow-up of the recommendations resulting from the previous functional safety assessment(s),
including an evaluation of the performed corrective actions, if applicable.

If the highest ASIL of the item's safety goals is ASIL A or ASIL B, a functional safety assessment can
be omitted or performed less rigorously. However, even if the functional safety assessment is not
performed, other confirmation measures are still performed (see ISO 26262-2:2018, Table 1).

In the case of a distributed development, the scope of a functional safety assessment includes the work
products generated, and the processes and safety measures implemented, by a vehicle manufacturer
and the suppliers in the item's supply chain (see [SO 26262-2 and ISO 26262-8:2018, Clause 5).

The purpose of a functional safety assessment is to evaluate an item's achievement of functional safety,
which is only possible at the item level. Therefore, a functional safety assessment of a supplier (that
develops elements of the item) refers only to an assessment with a limited scope, which essentially
serves as an input for the subsequent functional safety assessment activities (at the customer level). As
the final customer in the item development, the vehicle manufacturer appoints person(s) to perform an
overall functional safety assessment to judge an item's achievement of functional safety. This judgement
includes providing a recommendation for acceptance, conditional acceptance, or rejection of the item's
functional safety.

NOTE 2  For the case where a Tier 1 supplier is responsible for the item development including vehicle
integration, this supplier takes over the aforementioned role of the vehicle manufacturer.

In a practical manner, a functional safety assessment in the case of a distributed development can thus
be broken down into:

— functional safety assessments with a limited scope, concerning the suppliers in the supply chain.
The applicable ASIL is the highest inherited ASIL (of the item's safety goals) across the elements, of
the item, that are developed by the supplier (see also ISO 26262-8:2018, 5.4.5); and

— afinal functional safety assessment that includes a judgement of the functional safety achieved by
the integrated item e.g. performed by the vehicle manufacturer. The applicable ASIL is the highest
ASIL of the safety requirements (see also [SO 26262-2).

EXAMPLES5 A vehicle manufacturer develops an item with an ASIL D Safety Goal (SG1) and an ASIL B Safety
Goal (SG2), and will perform a functional safety assessment regarding this item. It is possible that, for example, a
Tier 2 or Tier 3 supplier only develops ASIL B elements of the item, i.e. only elements that inherit the ASIL of SG2
(however, refer to ISO 26262-9:2018, Clause 6, if criteria for coexistence of elements are applicable). There is a
recommendation in ISO 26262-2:2018, Table 1 to perform a functional safety assessment with independence 10
regarding this element development.

The scope, procedure (e.g. work products to be made available by the supplier, work products to be
reviewed by the customer) and execution of a functional safety assessment concerning the interface
between a customer and a supplier are specified in the corresponding Development Interface Agreement
(see ISO 26262-8:2018, Clause 5).

EXAMPLE 6  DIA between a vehicle manufacturer (customer) and a Tier 1 supplier. DIA between a Tier 1
supplier (customer) and a Tier 2 supplier.

A possible manner to perform a functional safety assessment in the case of a distributed development
is that the vehicle manufacturer and the suppliers in the supply chain each address those aspects of the
assessment activities for which the respective party is responsible for, as follows:

— a supplier reviews the safety measures implemented in the developed elements including their
appropriateness and effectiveness to comply with the corresponding safety goals or safety
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requirements (provided by the customer or developed by the supplier),and evaluatesitsimplemented
processes and the applicable work products. A supplier also evaluates the potential impacts of the
developed elements on the item's functional safety, e.g. identifies whether implemented safety
measures can lead to new hazards; and

— the vehicle manufacturer evaluates the functional safety of the integrated item. A part of the
evaluation can be based on the work products or information provided by one or more suppliers,
including reports of the functional safety assessments.

NOTE3 A customer can evaluate the safety measures implemented by a supplier and the work products made

available by a supplier. A customer can also evaluate the processes implemented by a supplier at the supplier's
premises (see ISO 26262-8:2018, 5.4.3.1)

5.3 Understanding of safety cases

5.3.1 Interpretation of safety cases

The purpose of a safety case is to provide a clear, comprehensive and defensible argument, supported
by evidence, that an item is free from unreasonable risk when operated in an intended context.

The guidance given here focuses on the scope of SO 26262.

There are three principal elements of a safety case, namely:

— the safety goals and related safety requirements (safety objectives of the item or element);
— the safety argument; and

— the ISO 26262 series of standards work products (i.e. the evidence).

The relationship between these three elements, in the context of the [SO 26262 series of standards, is
depicted in Figure 7.

Safety goals and related
Safety Requirements

amg

Safety Argume

(({(

ISO 26262 Workproducts

Figure 7 — Key elements of a safety case (see Reference [2])

The safety argument communicates the relationship between the evidence and the objectives. It is
possible to present many pages of supporting evidence without clearly explaining how this evidence
relates to the safety objectives. Both the argument and the evidence are crucial elements of the safety
case. An argument without supporting evidence is unfounded, and therefore unconvincing. Evidence
without an argument is unexplained, resulting in a lack of clarity as to how the safety objectives have
been satisfied. Safety cases are communicated through the development and presentation of safety
case reports. The role of a safety case report is to summarise the safety argument and then reference
the reports capturing the supporting safety evidence (e.g. test reports).

Safety arguments used to date in other industries have often been communicated in safety case reports
through narrative text. Narrative text can describe how a safety objective has been interpreted,
allocated and decomposed, ultimately leading to references to evidence that demonstrate fulfilment

12 © ISO 2018 - All rights reserved



BSISO 26262-10:2018
IS0 26262-10:2018(E)

of lower-level safety claims. Alternatively, or as a support, graphical argument notations (such as
Claims-Argument-Evidence and the Goal Structuring Notation [2]) could be used to visually and
explicitly represent the individual elements of a safety argument (requirements, claims, evidence and
context) and the relationships that exist between these elements (i.e. how individual requirements are
supported by specific claims, how claims are supported by evidence and the assumed context that is
defined for the argument).

A safety argument that argues safety through direct appeal to features of the implemented item (e.g.
the behaviour of a timing watchdog) is often termed a product argument. A safety argument that argues
safety through appeal to features of the development and assessment process (e.g. the design notation
adopted) is often termed a process argument.

Both types of argument can be used to achieve a sound argument for the safety of the item where a
process argument can be seen as providing the confidence in the evidences used in the product
argument.

5.3.2 Safety case development lifecycle

The development of a safety case can be treated as an incremental activity that is integrated with the
rest of the development phases of the safety lifecycle.

NOTE The safety plan can include the planning for incremental steps and the preliminary versions of the
safety case.

Such an approach allows intermediate versions of the safety case at given milestones of the product
development. For example, a preliminary version of the safety case can be created after the verification
of the technical safety requirements; an interim version of the safety case can be created after the
verification of the system design; and the final version can be created just prior the final report of the
functional safety assessment.

The safety case is subject to a confirmation review as given in ISO 26262-2:2018, 6.4.9.
If the item is modified, the impact on the safety case is evaluated and if necessary the safety case is

updated considering the modifications.

6 Concept phase and system development

6.1 General

This clause provides an overview of the principles behind the hazard analysis and risk assessment
using simplified examples to the concepts.

6.2 Example of hazard analysis and risk assessment

6.2.1 General

Consider the example of an item controlling an energy storage device embedded in the vehicle. For
the purpose of this example, the stored energy is intended to be released only if the vehicle is running
greater than or equal to 15 km/h. The release of the stored energy at less than 15 km/h can lead to the
overheating and consequent explosion of the device.

6.2.2 HARA example 1
a) Hazard identification

The hazard, “unwanted release of energy of the device that can result in an explosion”, is identified.
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b) Hazardous event

The driving situation in which the identified hazard can lead to a hazardous event is considered
as driving less than 15 km/h. If an unwanted release of energy due to a failure in the item occurs
during this driving condition, the energy storage device could explode, causing severe harm to the
occupants of the vehicle.

c) Classification of the identified hazardous event

The explosion leads to life-threatening injuries for the passengers of the vehicle, with survival
uncertain: the severity could be estimated as S3.

The vehicle is travelling at a speed of less than 15 km/h. Based on traffic statistic for the target
market of the vehicle, this condition occurs between 1 % and 10 % of the driving time: the exposure
of this situation could be estimated as E3.

The ability of the driver or the passengers of the vehicles to control the item failure and the
explosion of the device is considered as implausible: this controllability could be estimated as C3
(difficult to control or uncontrollable).

The application of SO 26262-3:2018, Table 4: ASIL determination leads to an ASIL C.

6.2.3 HARA example 2

This clause considers the case where the impact of unwanted release of energy is inherently restricted
by design improvement. This would result in an evaluation of the HARA as follows:

a) Hazard identification
As a hazard, “unwanted release of energy of the device that can result in an explosion”, is identified.
b) Hazardous event

For all driving situations an unwanted release of energy does not lead to a hazardous event.
Therefore, the item failure cannot result in harm.

c) Classification of the identified hazardous event

Since the item failure does not lead to harm, the severity is classified as SO and controllability does
not need to be determined. Therefore, a safety goal does not need to be defined.

6.3 An observation regarding controllability classification

As explained in ISO 26262-3:2018, Clause 6, the controllability represents an estimation of the
probability that the driver or other traffic participant is able to avoid the specific harm.

In the simplest case, only one outcome is considered for a given hazardous event and the controllability
represents an estimation of the probability that this outcome is avoided. However, there can be other
cases. For example, a severe outcome (e.g. severity class S2) can be possible but relatively easy to avoid
(e.g. controllability C1) while a less severe outcome (e.g. S1) is more difficult to avoid (e.g. C3). Assuming
that the exposure class is E4, the following set of values can be the result, which illustrates that it is not
necessarily the highest severity that leads to the highest ASIL:

— E4,S2,C1 - ASIL A; and
— E4,51,C3 - ASIL B.

In this example, ASIL B is an appropriate classification of the hazardous event.
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6.4 External measures

6.4.1 General

An external measure is a measure separate and distinct from the item that reduces or mitigates the
risks resulting from a failure of the item.

NOTE1 External measures can be considered in the HARA, if they are independent with regards to the
function to be implemented by the item.

NOTE 2  External measures as a technical assumption to reduce an ASIL are validated according to
[SO 26262-3:2018, 6.4.4.4.

6.4.2 Example of vehicle dependent external measures 1

Vehicle A is equipped with a manually operated transmission gear box which can be left in any gear,
including neutral, upon key off. Vehicle B is equipped with an automatic gear box which, at key off,
maintains one gear engaged and a normally closed clutch. Both vehicles have an additional item,
Electrical Parking Brake (EPB).

A scenario is analysed for both vehicles which includes:

— The vehicle is parked (key off, driver not present);

— Vehicle is kerbside on an incline, located in a populated urban area; and
— A failure involving a sudden release of EPB occurs.

In this scenario, Vehicle A, when unintentionally left in neutral at key off, will potentially roll away if left
unattended. This can result in an assessed controllability rating of C3, a severity rating of S2 or higher
depending on the presence of nearby vulnerable persons, and an exposure ranking greater than EO.
Depending on the exposure rating assigned, the ratings proposed result in an assigned ASIL between
ASIL A and ASIL C or QM.

Vehicle B however always engages a gear, so it does not move. Thus there is no resulting hazard. The
vehicle-dependent external measures included in this design contribute to the elimination of risk for
this scenario, but only if the automatic gear box and the EPB can be shown to be sufficiently independent.

6.4.3 Example of vehicle dependent external measures 2

Vehicle A is equipped with dynamic stability control in addition to a stop-start feature. Vehicle B is only
equipped with the stop-start feature.

A scenario is analysed for both vehicles which includes:

— The vehicle is being driven at medium-high speed (50 km/h < v <90 km/h);

— The road surface is paved and dry, and in a suburban area;

— The vehicle is approaching a medium curvature bend in the road;

— The vehicle speed and road curvature contribute to a medium-high lateral acceleration; and

— Afailure in the stop-start feature triggering an undesired engine shutdown results in a sudden loss
of traction power during the scenario.

As a result of the sudden loss of traction power, a yaw moment is induced on the vehicle, requiring the
driver to adjust steering input to re-establish the control of the vehicle. Performing this manoeuvre
in Vehicle B can be shown to have a lower controllability, which can contribute to high risk. The risk
classification will be dependent on the exposure rating assigned. By contrast, the dynamic stability
control feature in Vehicle A limits the effects of the lateral instability. As a result, the controllability
rating will be better for Vehicle A. Therefore, the vehicle-dependent external measures provided by the
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dynamic stability control contribute to the reduction of risk for this scenario. However, this is the case
only if it can be shown that the failure in the start-stop function being considered cannot propagate to
the dynamic stability control function.

NOTE An in-depth analysis of the hazard used in the example can be found in Reference [6].
6.5 Example of combining safety goals

6.5.1 Introduction

Safety goals are top-level safety requirements for the item. They lead to the functional safety
requirements needed to avoid an unreasonable risk for a hazardous event. They are determined in the
concept phase in accordance with I1SO 26262-3:2018, 6.4.4. When safety goals are similar or refer to
the same hazard in different situations, they can be combined into a single safety goal with the highest
ASIL of the original safety goals. This can simplify the further development, as fewer safety goals will
be managed, while still covering all the identified hazards.

6.5.2 General

In the following example, the item, the safety goals and the ASIL classifications shown are only intended
to illustrate the safety goal combination process. This example does not reflect the application of the
ISO 26262 series of standards on a similar real-life project. In particular, it is not complete in terms of
failure modes identification, situation analysis and the assessment of vehicle level effects.

For simplicity, the example is limited to the composition of two safety goals, but the same approach can
be extended to a higher number of initial safety goals.

6.5.3 Function definition

Consider a vehicle equipped with an Electrical Parking Brake (EPB) system. The EPB system, when
activated by a specific driver’s request, applies brake torque to the vehicle's rear wheels to prevent
unintended vehicle movement while parked (parking function).

6.5.4 Safety goals applied to the same hazard in different situations

6.5.4.1 Hazard analysis and risk assessment
To simplify the example, consider just the following failure mode of the parking function:
— unintended parking brake activation.

NOTE In this context, the term “unintended activation” refers to function actuation without the driver’s
request.

This failure mode can lead to different vehicle effects depending on the specific situation present when
the fault occurs, as shown in Table 1.
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Table 1 — Safety goals resulting from the same hazard in different situations

Failure Hazard S_pec1_f1c Hazardous Possible ASIL Safety goal Safe
mode situation event consequences state
Unintend- |Unexpected |High speed |Unexpected |Loss of vehicle Avoid activating EPB
ed parking |deceleration |OR taking |deceleration |stability the parking func-| disabled
brake abend OR |athigh speed . tion without the
L . . Higher o
activation low friction |OR taking ASIL driver’s request
surface abend OR when the vehicle
low friction is moving
surface
Unintend- |Unexpected |Medium-low |Unexpect- Rear end colli- Avoid activating EPB
ed parking |deceleration [speed AND |ed decel- sion with the fol- the parking func-| disabled
brake high friction |eration at lowing vehicle tion without the
.. . Lower .,
activation surface medium-low ASIL driver’s request
speed AND when the vehicle
high friction is moving
surface

6.5.4.2 Safety goals elaboration

As shown above, the same safety goals and safe states are applicable to both situations. Therefore, the
following safety goal can be defined:

— Safety goal: Avoid unintended activation of the parking function when the vehicle is moving;

Safe state: EPB disabled; and

— ASIL: Higher ASIL determined in Table 1 is assigned to this safety goal.

7 Safety process requirement structure — Flow and sequence of the safety
requirements

The flow and sequence of the safety requirement development in accordance with the ISO 26262
series of standards is illustrated in Figure 8 and Figure 9, and outlined below. The specific clauses are
indicated in the following manner: “m-n”, where “m” represents the number of the part and “n” indicates
the number of the clause or sub-clause within that part.

A hazard analysis and risk assessment is performed to identify the risks and to define the safety goals
for these risks (see [SO 26262-3:2018, Clause 6).

A functional safety concept is derived which specifies functional safety requirements to satisfy the
safety goals. These requirements define the safety mechanisms and the other safety measures that will
be used for the item. In addition, the system architectural elements that support these requirements
are identified (see I1SO 26262-3:2018, Clause 7).

A technical safety concept is derived which specifies the technical safety requirements and their
allocation to system elements for implementation by the system design. These technical safety
requirements will indicate the partitioning of the elements between the hardware and the software
(see ISO 26262-4:2018, Clause 6).

The system design will be developed in accordance with the technical safety requirements. Their
implementation can be specified in the system design specification (see [SO 26262-4:2018, Clause 6).

Finally, the hardware and software safety requirements will be provided to comply with the technical
safety requirements and the system design (see ISO 26262-5:2018, Clause 6 and ISO 26262-6:2018,
Clause 6).

Figure 8 illustrates the relationship between the hardware requirements and the design phases of the
ISO 26262 series of standards.
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Figure 8 — Safety requirements, design and test flow from concept to hardware

Figure 9 illustrates the relationship between the software requirements, the design, and the test sub-
phases of the ISO 26262 series of standards.
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Figure 9 — Safety requirements, design and test flow from concept to software
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— System design:

The system design is continuously refined from the item definition (3-6) to the system architectural
design (4-6).

— Dependence among test levels:

The test specifications and test cases on each level mainly depend on the corresponding
requirements and design. They typically do not depend on the test specifications, test cases and
tests results of other test levels. The test specifications typically depend on the test environment.

— Dependence of test levels on requirements and design levels:

Test specifications and test cases are derived from the requirements on the same level, supported
by information on the design at the same level.

EXAMPLE For performance testing, information on the design is necessary.
— Software safety requirements verification:

The phase of software safety requirements verification (6-11) requires the integration of software
and hardware.

— External measures and other technologies:

External measures and other technologies are validated at the vehicle level.

8 Concerning hardware development
8.1 The classification of random hardware faults

8.1.1 General

In general, the combinations of faults that are considered are limited to combinations of two independent
hardware faults, unless analysis based on the functional or technical safety concept has shown that n
point faults with n >2 are relevant. Therefore, for a given safety goal and a given HW element a fault can
be classified in most cases as either:

a) single-point fault;

b) residual fault;

c) detected dual-point fault;
d) perceived dual-point fault;
e) latent dual-point fault; or
f) safe fault.

Explanations of the various fault classes, as well as examples, are given below.

8.1.2 Single-point fault
This fault:
— can lead directly to the violation of a safety goal; and

— isafault of a hardware element that does not have at least one safety mechanism.

EXAMPLE An unsupervised resistor for which at least one failure mode (e.g. open circuit) has the potential
to violate the safety goal.
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NOTE If a hardware element is covered by at least one safety mechanism (e.g. a watchdog for a runaway
of a microcontroller), then none of its faults are classified as single-point faults. The faults for which the safety
mechanisms do not prevent the violation of the safety goal are classified as residual faults.

8.1.3 Residual fault
This fault or portion of this fault:
— can lead directly to the violation of the safety goal; and

— is a fault of a hardware element that is covered by at least one safety mechanism and these safety
mechanisms do not mitigate or control this fault or portion of this fault.

EXAMPLE If a Random Access Memory (RAM) module is only checked by a checkerboard RAM test safety
mechanism, certain kinds of bridging faults are not detected. The violation of the safety goals due to these faults
are not prevented by the safety mechanism. These faults are examples of residual faults.

NOTE The safety mechanism has less than 100 % diagnostic coverage in this case.

8.1.4 Detected dual-point fault
This fault:

— contributes to the violation of the safety goal, but can only lead to a safety goal violation in
combination with one other independent hardware fault; and

— is detected by a safety mechanism which prevents it from being latent.

EXAMPLE1 Flash memory that is protected by parity: a single bit fault which is detected and triggers a
reaction according to the technical safety concept, like switching off the system and informing the driver via a
warning lamp.

EXAMPLE 2  Flash memory that is protected by Error Correction Code (ECC): faults in the ECC logic that are
detected by a test and a reaction is triggered according to the technical safety concept, like informing the driver
via a warning lamp.

In the case where a safety mechanism mitigates a transient fault by restoring the item to a fault free
state, such a fault can be considered as a detected dual-point fault even if the driver is never informed
about its existence.

EXAMPLE A transient bit flip which is corrected by an ECC before the data is provided to the CPU and is
corrected later on by writing back the correct value. Logging can be used to distinguish between intermittent
faults and true transient faults.

NOTE Dual-point faults can be classified as primary dual-point faults and as secondary dual-point faults.
Primary dual-point faults cannot lead to a safety goal violation by themselves even if there are no safety

mechanism present to control their fault. Secondary dual-point faults do have the potential to violate a safety
goal, but a safety mechanism is present that mitigates the safety goal violation.

8.1.5 Perceived dual-point fault
This fault:

— contributes to the violation of the safety goal, but will only lead to a safety goal violation in
combination with one other independent hardware fault; and

— isperceived by the driver with or without detection by a safety mechanism within a prescribed time.

EXAMPLE A dual-point fault can be perceived by the driver if the functionality is significantly and
unambiguously affected by the consequence of the fault.
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NOTE If a dual-point fault is perceived by the driver, as well as detected by a safety mechanism, it can be
classified as either a detected or a perceived dual-point fault. It cannot be classified as both since the latent-fault
metric would be incorrectly calculated due to the fact that one fault would then contribute to the detected dual-
point faults as well as to the perceived dual-point faults, counting this fault twice.

8.1.6 Latent dual-point fault
This fault:

— contributes to the violation of the safety goal, but will only lead to the violation of the safety goal in
combination with one other independent fault; and

— is neither detected by a safety mechanism nor perceived by the driver. Until the occurrence of the
second independent fault, the system is still operable and the driver is not informed about the fault.

EXAMPLE1 In the case of a flash memory that is protected by ECC: a permanent single bit fault for which
the value is corrected by the ECC when read but that is neither corrected in the flash memory nor signalled.
In this case, the fault cannot lead to a safety goal violation (since the faulty bit is corrected), but it is neither
detected (since the single bit fault is not signalled) nor perceived (since there is no impact on the functionality of
the application). If an additional fault occurs in the ECC logic, it can lead to a loss of control of this single bit fault,
leading to a potential violation of the safety goal.

EXAMPLE 2  In the case of a flash memory which is protected by ECC: a permanent single fault in the ECC
logic leading to an unavailability of the ECC not detected and controlled within the maximum fault handling time
interval.

8.1.7 Safe fault
Safe faults can be faults of one of the two categories:

a) all n point faults with n > 2, unless the safety concept shows that they are relevant contributors to a
safety goal violation; or

b) faults that will not contribute to the violation of a safety goal.

EXAMPLE1 In the case of a flash memory that is protected by ECC and a Cyclic Redundancy Check (CRC): a
single bit fault which is corrected by ECC but is not signalled. The fault is prevented from violating the safety goal
but is not signalled by the ECC. If the ECC logic fails, the fault is detected by the CRC and the system switches off. A
violation of a safety goal can occur (n = 3) only if a single bit fault in the flash is present and the ECC logic fails and
the CRC checksum supervision fails.

EXAMPLE 2  In case three resistors are connected in series to overcome the problem of a single-point fault in
the case of a short circuit, the short circuit of each individual resistor can be considered to be a safe fault as three
independent short circuits are needed (n = 3).

8.1.8 Flow diagram for fault classification and fault class contribution calculation

Failure modes of a hardware element can be classified as shown in ISO 26262-5:2018, Figure B.1 and
using the flow diagram described in ISO 26262-5:2018, Figure B.2. Figure 10 shows the calculation of
the various failure rates considering the basic failure rate and coverage of the different failure modes
(residual vs. latent).

© ISO 2018 - All rights reserved 21



2018
2018(E)

BSISO 26262-10
ISO 26262-10

pe 1U1R[ ‘AdIN qe PaA@IIad ‘Ad N x P219919p ‘AdIN sHNeq [enprsay 0 J[Ney Jul0d 9[3uIs 13[Nej 9jes 23[NeJ paje[ad
-£319jes UoN
A * A
A
3@&35&& X AdWIONAY] = “mvmms\gmw\ B uus%.ﬁm& X ?E‘.GE.GN .Q = mmgk&
e |94dNWAY X 424 Wd X Y
= d4dN WLy
parusaaaad Jou uoneoip
C pa10a19p
seld4dN Ny b ((10Nd)y]) Teo8 Kyajes
X (AW -] ) = [4dWWdy paateared 1 OSAdWAY X A1 TOWeL 3] ay3 Sunie[o1a Apoalip wo.y
N = AwpuosasydW' WAy [ sjuaad.ad wsiueyoaw Ayajes
911 1BY) SINBJ JO UOIIIL.I
pajuanaad
z {(?4W4,]) panteotad uone[oIA y
paaradiadiou OIe Jet Ssiney
: jutod-nmu jo uorjoe.
r qISAd WY
» ISAdWAY = AdSWA
£ AdWINAY X (AdWIONA Y- T ) ! v v
= 1449dW WAy
L ¢(ou / sak) juawiapd
91 JO 9pOW 3.IN[IBJ SUO ISBS| ages 10U 5 ¢ (Irsmid ) ST
pa19919p 10U 1e .10J S)[nEJ [0.0U0D 01 Defd ayes a.1e 1o N kg p WY = dSUIAY
ur swstueyoaw £1ajes ojes X o] = SHLy
S)[nej Jo uonde.lg
EREL R
A ¢ (FAWIONAY ) Y
pajoaep
™ o 1ey) synejjurod
-[[NUW JO UOI}Oe.I] > (sosheue
Wy — U T 93 Ul pa1apIsuod
U’y g = ‘Y k =do
| SUNAY X DSAd'Wed ] = ISAd'WAY y My = Y 5q 03 JUAWA MK
L parear A1ajes
n C0PU0ISIIN WAY 4 AOWUAIININY = AdW WAy > [enuajod
A . .,
[eo8 Kajes ayy are[ora A
o SUIAY X (ISAdW -] ) = Cowdidn Wy Apoa.ip 0y fenuarod ayy < (USWdy

[ lenuazod ou

aAey wsIueypaw L1ajes
© JO 2 UaSqe Ul Jey) Synej
JO uonoe,

X (JosWid,-1) = SUMAy

e 9poW d.an[ie

Figure 10 — Classification of failure categories and calculation of corresponding failure rates
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Failure mode to be analysed.

ArMi is the failure rate associated with the ith failure mode of the hardware element under consid-
eration where Dy is the failure mode distribution for the failure mode.

If any failure mode of the HW element under consideration is safety-related, then the hardware
element is safety-related.

AFMi,nsR is the “non Safety-Related” failure rate.

Faults of non safety-related HW elements are not considered within the single-point fault metric
or the latent-fault metric.

ArMi,sr is the “Safety-Related” failure rate and is considered within the single-point fault metric
and the latent-fault metric.

FrMi safe is the fraction of safe faults of this failure mode. Safe faults do not significantly contrib-
ute to the violation of the safety goal. For complex HW elements (e.g. microcontrollers) it can be
difficult to give the exact proportion. In this case, a conservative Fgafe of 0,5 (i.e. 50 %) can be
assumed.

ApMi,s is the failure rate for the “Safe” faults.
The Apmi,s will contribute to the total rate of safe faults.

ArMins: “non Safe” failure rate. These include the single-point faults, residual faults and multi-
ple-point faults (with n = 2).

Frmi,pvsc is the fraction of non-safe faults that have the Potential to directly Violate the Safety
Goal without considering any of the safety mechanisms that can exist to prevent this. No addition-
al independent fault is necessary to violate the safety goal.

ArMi,pvsG is the failure rate of the faults that have the potential to directly violate the safety goal
without considering any of the safety mechanisms that can exist to prevent this.

Decision if the faults leading to the failure mode under consideration are single-point faults.
Single-point faults have no safety mechanisms implemented to prevent any fault of the hardware
element under consideration from directly violating a safety goal.

ArMi,spr is the “Single-Point Faults” failure rate. If there is not at least one safety mechanism pres-
ent to control failures of the considered hardware element, all faults contributing to Agm; pysc are
single-point faults.

Armi,spr will contribute to the total rate of single-point faults.

For the HW element under consideration, if there is at least one safety mechanism which prevents
at least one of its failure modes from directly violating a safety goal, the faults leading to the
failure under consideration are not single-point faults. In the following procedure the Agmj pysg is
split up into residual fault and detected, perceived and latent multiple-point faults.

What fraction of Agmj pysg is prevented by safety mechanisms from violating the safety goal?
This fraction is equivalent to the failure mode coverage with respect to residual faults (see also
ISO 26262-5:2018, Annex E Example calculation of hardware architectural metrics: “single-point
fault metric” and “latent-fault metric”). Kpmci rr is the acronym of the failure mode coverage with
respect to residual faults.

ArMmiRF is the “Residual Fault” failure rate.

ArMi RF contributes to the total rate of residual faults.
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t AFMiMPE,secondary is the (secondary) “Multiple-Point Faults” failure rate resulting from the
ArMi,pvsc that are controlled by a safety mechanism.

U Apmi,mpr is the overall “Multiple-Point Faults” failure rate resulting from the primary and second-
ary multiple-point faults.

v Identify detected and not detected faults. Kryci mpr is the failure mode coverage with respect to
multiple-point faults.

W AFMi,MPF.det is the “Multiple-Point Faults, detected” failure rate.

NOTE If the failure mode coverage with respect to multiple-point faults is different for the primary and
secondary multiple-point faults then the detected multiple-point failure rate can be calculated the following way:

AFMi,MPF,det = KFMCi,MPF,primary X AFMi,MPF,primary + KFMCi,MPF,secondary X AFMi,MPF,secondary

X AFMi,MPEdet contributes to the total rate of detected multiple-point faults.

Y ApMiMPE,pl is the “Multiple-Point Faults, perceived or latent” failure rate.

NOTE If the failure mode coverage with respect to multiple-point faults is different for the primary and
secondary multiple-point faults then the perceived or latent multiple-point failure rate can be calculated the

following way:

ArMi,MPE,pl = (1 = KFMCi,MPF,primary) X AFMi,MPF,primary + (1 = KFMCi,MPF,secondary) X AFMi,MPF,secondary

Z  FpMiper Is the fraction of the multi-point faults that are not detected but are perceived by the driver.
aa  ApMj,MPF,p is the “Multiple-Point Faults, perceived” failure rate.

NOTE If the fraction of perception is different for the primary and secondary multiple-point faults then the
perceived multiple-point failure rate can be calculated the following way:

AFMi,MPF,p = FFMiper,primary X 1 - KFMCi,MPF,primary) X AFMi,MPF,primary + FFMipersecondary X
(1 - KFMCi,MPF,secondary) x AFMi,MPF,secondary

ab  Apmi,MPF,p contributes to the total rate of perceived multiple-point faults.

ac  Apmi,mpF| is the “Multiple-Point Faults, latent” failure rate.

NOTE If the fraction of perception is different for the primary and secondary multiple-point faults then the
latent multiple-point failure rate can be calculated the following way:

AFMi,MPF,l =(1- FFMi,per,primary) x(1- KFMCi,MPF,primary) X AFMi,MPF,primary +(1- FFMi,per,secondary) x
(1- KFMCi,MPF,secondary) x AFMi,MPF,secondary
ad  Apmj MpF] contributes to the total rate of latent multiple-point faults.

ae  ApMi,MPF,primary is the (primary) “Multiple-Point Faults” failure rate resulting from faults that con-
tribute to the violation of the safety goal but cannot directly violate it by themselves (i.e. at least
one other independent fault is needed in order to potentially violate the safety goal).

NOTE The distinction between primary and secondary multiple-point faults of a given failure mode is only
useful if the associated diagnostic coverages, failure mode coverages or perceived fractions are different.
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8.1.9 How to consider the failure rate of multiple-point faults related to software-based safety
mechanisms addressing random hardware failures

While systematic faults of software and hardware are not quantified in the ISO 26262 series of
standards, a failure rate can be calculated for random hardware failures of hardware resources that
support the execution of the software-based safety mechanisms addressing random hardware failures.

If those hardware resources are shared with functions which have the potential to directly violate
a safety goal, then the fault models are chosen to reflect this and potential dependent failures are
considered.

8.2 Example of residual failure rate and local single-point fault metric evaluation

8.2.1 General

This example demonstrates a way to evaluate the residual failure rate ARg sensor, the single-point failure
rate Aspr and the localized version of the single-point fault metric Mspgm,sensor Of @ sensor. In this
example, the sensor is compared to the value of another sensor where both sensors measure the same
physical quantity and have known tolerances. The values of a sensor, A_Master, are used by a feature of
the application. The values of the other sensor, A_Checker, are solely used to validate values of sensor
A_Master.

This monitoring is referenced in ISO 26262-5:2018, Annex D either as “Sensor Rationality Check” or as
“Input comparison/voting”.

Only faults of the sensor A_Master are classified and evaluated in this example. Faults of sensor A_
Checker are not addressed here.

Since sensor A_Master has a safety mechanism defined, all remaining faults which have the potential to
violate the safety goal and which are not controlled (i.e. the violation of the safety goal is not prevented)
are classified as residual faults. The single-point failure rate Aspr is (per definition) equal to zero.

8.2.2 Technical safety requirement for sensor A_Master

The boundary for safe operation of sensor A_Master is shown in Figure 11, and is regarded as given
within this example (i.e. the derivation from the safety goal is not discussed here). It can be expressed
using the following terms:

With

UsafRel,A,min = Max[Cpysg; v x (1 + a)]

where

CpvsG is a constant value;
UsafRel,A,min 1S the safety-related lower boundary of sensor A_Master;
1% is the physical value that is to be measured;
a is a constant value.
A safety-related failure of the sensor occurs when

MA Master 2 USafRel,A,min

where ma Master is the value reported by the sensor A_Master.
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The safety requirement is to detect and control a safety-related failure of sensor A_Master within the
maximum fault handling time interval of Tsepa.

Measured value m

Physical value v

Key

1  safety-related lower boundary pisafRel,A,min Of sensor A_Master

2 return value of an ideal sensor with zero tolerance (as reference)
3 faults with the potential to violate the safety goal

Figure 11 — Boundary for safe operation of sensor A_Master

In Figure 11 the x axis is the real physical value v to be measured, the y axis is the value ma master
reported by sensor A_Master. The dashed line shows the return value of an ideal sensor (i.e. a sensor
with zero tolerances) as a reference. The solid line shows psafrel,A,min. If the sensor A_Master reports a
value mp Master that is on or above the solid line, a violation of a safety goal can occur.

8.2.3 Description of the safety mechanism

The elements of the safety mechanisms are the sensor A_Checker and the monitor hardware which
consists of a microcontroller with embedded software. The software periodically compares the values
of the two sensors with each other, with the periodicity being smaller than the maximum fault detection
time interval Tsepa. The evaluation is done by the following pseudo code:

Ap = MA Master — MA Checker

if Ap = Amax then failure is TRUE
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if failure is TRUE then switch into safe state

where

MA Master is the value reported by the sensor A_Master;

MA,checker 1S the value reported by the sensor A_Checker;

AMax is a predefined constant maximum threshold used as pass/fail criteria.
It is assumed that the sensors have the following known tolerances:

MA Master = V +/= CA,Master
MA Checker =V +/- CA,Checker

where

MA Master is the value reported by the sensor A_Master;

MA Checker 1S the value reported by the sensor A_Checker;

CA,Master is a constant value representing the tolerance of sensor A_Master;
CA,Checker is a constant value representing the tolerance of sensor A_Checker;
1% is the physical value to be measured.

The value Apmax is chosen so that a failure of sensor A_Master that can violate the safety goal is detected.
To prevent false failure detections, Amax is selected considering the tolerances of each sensor and other
tolerances summarized in ca other €.8. effects of sampling at different times:

AMax = CA Master + CA,Checker * CA,other

With this approach the worst case of an undetected failure is:

UA Masterwe = MA Checker + AMax
=V + CA,Checker + AMax

where

UA Masterwe 1S the worst case detection threshold, i.e. the maximum value ma Master Of sensor
A_Master that is not detected as a failure;

MA,checker 1S the value reported by the sensor A_Checker;
AMax is a predefined constant maximum threshold used as pass/fail criteria;
v is the physical value to be measured.

Every value ma Master €qual or above pa Masterwc is classified as a sensor failure.

Depending on the tolerance values, different detection scenarios are possible. Two examples are
visualized in Figure 12 and Figure 13.
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Measured value m

|V 1 1

vy v,

Physical value v

Key

1  safety-related lower boundary pisafrel,A,mi of sensor A_Master

2 return value of an ideal sensor with zero tolerance (as reference)
3 worst case detection threshold pa Masterwc

4 dual-point faults, detected

5 detected faults with no potential to violate the safety goal

6  residual faults

Figure 12 — Example 1 of worst case detection threshold (too high)

Three regions are indicated by arrows in Figure 12.

Region 5 — “detected faults with no potential to violate the safety goal” are faults that are detected by
the safety mechanism because they are above the worst case detection threshold pa masterwc but alone
would not cause a violation of the safety goal because they are below the safety-related lower boundary

HSafRel,A,min-

Region 4 — “dual-point faults, detected” are faults that could cause a violation of the safety goal but
are detected and mitigated by the safety mechanism. They are above both the worst case detection
threshold ua Masterwc and the safety-related lower boundary psafrel A,min- The dual-point nature of
these faults means that it would require a failure of the safety mechanism and the sensor to cause a
potential violation of the safety goal.

Region 6 — “residual faults” are not detected by the safety mechanism and can directly lead to a
violation of the safety goal. The region ysafrel, A,min < A ,Masterwc fOr v € [v1, v2] lies below the worst case
detection threshold pa Master,wec but above the safety-related lower boundary psafrel,A,min-
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Measured value m

4

Physical value v

safety-related lower boundary psafrel, A, min Of sensor A_Master
return value of an ideal sensor with zero tolerance (as reference)

1
2
3 worst case detection threshold pa Masterwc
4  dual-point faults, detected

5

detected faults with no potential to violate the safety goal
Figure 13 — Example 2 of worst case detection threshold (Msprm, sensor = 100 %)

In the case of Figure 13 the worst case detection threshold pa Masterwe is always smaller than the
safety-related lower boundary psafrel,A,min- In this case the residual failure rate is zero and the local
single-point fault metric Msprm,sensor Of the sensor is equal to 100 %.

8.2.4 Evaluation of example 1 described in Figure 12

8.2.4.1 General

In the case of Figure 12, there are conditions when the worst case detection threshold pa Masterwe 1S
higher than the safety-related lower boundary psafrel, A,min for sensor A_Master:

forv € [vy, v2]: USafRel,A,min S UA Master,wc

To determine the residual failure rate ARgsensor and the Msppm sensor under these conditions, further
analysis is necessary. The following is an example of this analysis. In ISO 26262-5:2018, Table D.1
considers the following failure modes for sensors including signal switches:

— Out-of-range;
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— Offsets;
— Stuck-in-range; and
— Oscillations.

Within this example, only the stuck-at a constant value m (in range) is evaluated. For a complete
assessment of the residual failure rate of the sensor and the Msprm sensor all other failure modes need
evaluating.

For the analysis we distinguish three different stuck-at fault scenarios for the sensor (see Figure 14):
1) sensor stuck-at value m > mpy;
2) sensor stuck-at value m < mq; and

3) sensor stuck-at value m between m1 and my.
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Physical value v

Key

1 safety-related lower boundary usafrel,a,min of sensor A_Master

2 return value of an ideal sensor with zero tolerance (as reference)
3 worst case detection threshold ua Masterwec

Figure 14 — Stuck-at fault scenarios

The impact of the stuck-at fault of the sensor at the system level depends on the current physical value
v, e.g. a stuck-at my fault has the potential to violate a safety goal for the physical values v < v;. For
values v > v; this fault does not have the potential to violate a safety goal. In the following analysis the
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probability prr of a fault being a residual fault, is evaluated considering the detection thresholds as well
as the physical values v and their probability distribution.

8.2.4.2 Case 1: Sensor stuck-at value m > m> fault

If v < vy, the fault has the potential to violate a safety goal (see Figure 15). The sensor deviation, however,
is always above the worst case detection threshold pa Master,we, SO the safety-related sensor failure is
detected and controlled in time. Every fault is a detected dual-point fault. There is zero probability prr
of a residual fault in the case of v < vy. If v > v; the fault does not always have the potential to violate a
safety goal (see Figure 16). If the fault has the potential to violate a safety goal (Figure 16, region 6), it
will be above the worst case detection threshold and is detected in time. The faults of Figure 16 regions
4 and 5 cannot lead to a violation of a safety goal.

Some of these faults lie above the worst case detection threshold and are detected (Figure 16, region 4).
There is zero probability pgr of a residual fault in the case of v > vy.

Stuck-at faults with m > my (Figure 15 region 4 and Figure 16, regions 4, 5 and 6) have the potential to
violate a safety goal if v < vy, therefore they cannot be considered safe faults. Since all faults are detected
and controlled before they can lead to the violation of a safety goal, they are detected dual-point faults;
therefore, the probability prr stuck@m>m2 of a residual fault for a stuck-at m > my fault is zero.

Measured value m
NE

Physical value v

Key

1 safety-related lower boundary psafrel,a,min Of sensor A_Master

2 return value of an ideal sensor with zero tolerance (as reference)
3 worst case detection threshold pa Masterwc

4 dual-point faults, detected

Figure 15 — Fault classification for stuck-at m > m; fault, with v < v,
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Measured value m
3

Physical value v

Key

1  safety-related lower boundary psafRel,A,min Of sensor A_Master

2 return value of an ideal sensor with zero tolerance (as reference)
3 worst case detection threshold ua Masterwe

4  detected faults with no potential to violate the safety goal

5 notdetected faults with no potential to violate the safety goal

6  dual-point faults, detected

Figure 16 — Fault classification for stuck-at m > m; fault, with v > v;

8.2.4.3 Case 2: Sensor stuck-at value m < mq fault

Stuck-at faults with m < mp are visualized in Figure 17. These faults are safe faults, as they cannot lead
to a safety-related failure, as they are always below the worst case detection threshold for the whole
range of physical value v. Therefore, the resulting probability prr stuck@m<m1 of a residual fault for the
whole range of physical value v is zero.
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Physical value v

Key

1  safety-related lower boundary psafrel,a,min 0of sensor A_Master

2 return value of an ideal sensor with zero tolerance (as reference)
3 worst case detection threshold pa Masterwc

4 safe faults, undetected

5  safe faults, detected

Figure 17 — Fault classification for stuck-at m < m; fault

8.2.4.4 Case 3: Sensor stuck-at value m € [m1, my] fault

The potential to violate a safety goal and the detection of a stuck-at fault with m € [m1, m2] depends
on the current physical value v (see Figure 18), i.e. the risk of a violation of a safety goal depends on the
current value of v at the time when the fault occurs. The probability of a stuck-at residual fault,
pRF_stuck@mé&[m1,m2], is evaluated for three different intervals of v at the time of fault occurrence:

— v<Vvy
— vi<v<vyand
— V>V

For each of these conditions, the probability of a residual fault is evaluated separately. The final
probability of a residual fault is the expectation value of these three probabilities:
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Measured value m

Physical value v

Key

1  safety-related lower boundary psafRel,A,min Of sensor A_Master

2 return value of an ideal sensor with zero tolerance (as reference)
3 worst case detection threshold pa masterwc

4  dual-point faults, detected

5 faults that do not violate the safety goal but remain undetected

6  residual faults

Figure 18 — Fault classification for stuck-at m € [m1, my] fault

Depending on the current value of v, the faults can be detected dual-point faults (region 4), residual
faults (region 6) or do not have the potential to violate the safety goal (region 5).
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PRF_stuck@me&[m1,m2] = PRF_stuck@me&[m1,m2],v<vl X Pv<vi

PRF_stuck@mée[m1,m2],visvsv2 X Pvl<vsv2

PRF_stuck@mé&[m1,m2],v>v2 * Pv>v2

where

PRF_stuck@mée[m1,m2] is the probability that a stuck-at value m sensor fault, with m € [m1,
my], manifests itself as a residual fault;

PRF_stuck@me[m1,m2],v<vl 1S the probability that a stuck-at value m sensor fault, with m € [m1,
my], manifests itself as a residual fault if the v < v1 at the point of time
when the fault occurs;

DPv<vl is the probability that v < v at the point of time when the fault occurs;

PRF_stuck@me[m1,m2],v1sv<v2 is the probability that a stuck-at value m sensor fault, with m € [m;,
m3y], manifests itself as a residual fault if vi < v < v; at the point of time
when the fault occurs;

Pvisvsv2 is the probability that v; < v < v; at the point of time when the fault
occurs;

PRF_stuck@me[m1,m2]y>v2  is the probability that a stuck-at value m sensor fault, with m € [m;,
my], manifests itself as a residual fault if v > v; at the point of time
when the fault occurs;

DPvsv2 is the probability that v > v; at the point of time when the fault occurs;

Pv<vl * Pvisy<v2 + pysy2 = 1.

If v < v1 the stuck-at faults have the potential to violate a safety goal, but are detected in time. The
probability prr_stuck@me[m1,m2],v<v1 of a residual fault is zero.

If v > v; the stuck-at fault does not have the potential to violate a safety goal, but it is not detected. Since
sooner or later the value v is in between v1 and vy, prF_stuck@me[m1,m2],v>v2 = PRF_stuck@me[m1,m2],v1<v<v2-

If v1 < v < vy the probability pre stuck@me[m1,m2], visv<v2 of a residual fault is not zero.

Its exact determination of the probability to remain in the residual fault area long enough to lead to a
potential violation of a safety goal is not trivial. It can depend on parameters such as:

dynamic behaviour of the physical value v and its corresponding probability distributions, e.g. a
temperature value is more of a static signal while the angle position of an electric motor in use is
more of a dynamic signal;

probability distribution of value v within v € [vq, v2];

reaction time of the monitoring software, e.g. due to filtering times. In the example a single event
with 4 = Amax is enough to detect a sensor failure and switch into the safe state. It is common
practice however to implement an error counter, so that more than one event is necessary in order
to assess a sensor failure and switch into the safe state. Especially error counter recovery, e.g.
resetting the error counter once one not safety-related event (in this example this would correspond
to Aa < Amax) is detected, can have a significant impact on the detection capability of the monitoring
software, drastically reducing it; and

the number of measured safety-related sensor deviations necessary to lead to a potential violation
of a safety goal. Also the number of valid measurements that must lie between two measured safety-
related sensor deviations, so that the safety goal is not violated anymore, can be of interest.
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If the exact detail of each influencing parameter is not available, it is legitimate to use expert judgement
and engineering practises (e.g. using an equal distribution for unknown probability distributions) to
derive a conservative estimate.

Having assessed the different probabilities prr_stuck@m>m2, PRF_stuck@m<m1 and prf_stuck@me[m1, m2] the
probability prr stuck@m of a sensor stuck-at residual fault can be calculated:

PRF stuck@m = PRF,stuck@m<m1 *Pm<m1 T pRF,stuck@me[m 1,m2] XPm1<m<m2 T PREstuck@m>m2 * Pm>m?2
where

Pm<ml is the probability of a stuck-at m < m1 fault;
Pm1<m<m2 iS the probability of a stuck-at m1 < m < my fault;
Pm>m?2 is the probability of a stuck-at m > mj fault;

Pm<m1 * Pmismsm2 + Pm>m2 = 1.

8.2.4.5 Final residual failure rate assessment

If each relevant failure mode FM; is assessed the same way as above, the overall probability prr sensor Of
a sensor fault manifesting itself as a residual fault can be calculated:

PRF,Sensor = ZPFM,I' X PRF,FM,i
i

where

PFM,i is the probability of failure mode FM;;

PrrrM,i is the probability that failure mode FM; manifests itself as a residual fault;

D pem; =1
i .

With this probability, the residual failure rate, ARf, sensor, can be assessed as

ARF,Sensor = PRF,Sensor % ARF,Sensor

leading to a MsprM,Sensor Of

A
_ RF,Sensor _
Msppm,sensor =1 2 =1-PREsensor
Sensor

8.2.4.6 Improvement of SPFMsensor

An efficient way to reduce the residual failure rate of the sensor is to reduce the value of Amax. The
reduction of Apmax could be done without a significant increase of false detection under the following
conditions:

— The probability distribution of the tolerances could show that the estimated worst case scenario
is extremely unlikely. Therefore, the probability of a false alarm is sufficiently low and therefore
acceptable.

— Avredesign of the system can lead to improved tolerance values.
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Note that in this example only sensor faults are evaluated, not faults occurring in the remaining sensor
path. The malfunction of shared HW resources which could lead to a malfunction of both sensors or
which could falsify both sensor values, e.g. the ADC of the microcontroller, are evaluated separately. In
addition, a dependent failure analysis as given in ISO 26262-9:2018, Clause 7 is done.

8.3 Further explanation concerning hardware

8.3.1 How to deal with microcontrollers in the context of an ISO 26262 series of standards
application

Microcontrollers are an integral component of modern E/E automotive systems. They can be developed
as a Safety Element out of Context (SEooC, see Clause 9).

Their complexity is handled by combining qualitative and quantitative safety analyses of the
microcontroller’s parts and subparts, performed at the appropriate level of abstraction, i.e. from block
diagram during concept phase to the netlist and layout level during product development phases.

A guideline, including a non-exhaustive list of examples of how to deal with microcontrollers in the
context of the ISO 26262 series of standards, is described in ISO 26262-11.

It describes a method for the calculation of failure rates of a microcontroller, including how to consider
permanent and transient faults.

It includes examples of:

— dependent failures analysis;

— avoidance of systematic failures during microcontroller design;
— verification of the safety mechanisms of the microcontroller; and

— consideration of the microcontroller stand-alone analysis at the system-level.
8.3.2 Safety analysis methods

8.3.2.1 General

Annex A discusses techniques for analysing system fault modes, including inductive and deductive
analysis.

8.3.2.2 Consideration of exposure duration in the calculation of Probabilistic Metric for
random Hardware Failures (PMHF)

As described in ISO 26262-5:2018, 9.4.2.4, quantitative analysis provides evidence that target values of
requirement ISO 26262-5:2018, 9.4.2.1 have been achieved. As given in ISO 26262-5:2018, 9.4.2.4, this
quantitative analysis considers the exposure duration in the case of dual-point faults. Failure scenarios
of higher order than n = 2 in this example are considered as safe and are not included in the calculation.

Based on the NOTE 2 in ISO 26262-5:2018, 9.4.2.4, the exposure duration starts as soon as the fault occurs.
It includes:

— the multiple-point fault detection interval associated with each safety mechanism, or the lifetime of
the vehicle if the fault is not indicated to the driver (latent fault);

— the maximum duration of a trip (in the case where the driver is requested to stop in a safe
manner); and

— the average time interval between a warning and the vehicle repair in a workshop (in the case
where the driver is alerted to have the vehicle repaired).
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8.3.2.3 Typical pattern of dual point failure (Intended functionality and safety mechanism)

The following example is provided to show a possible way to consider the exposure duration. In
this example, it is assumed that an intended functionality (block “IF”) is supervised by a safety
mechanism “SM”.

The architecture assumption is shown in Figure 19. The example assumes that the faults of the intended
functionality IF are detected and mitigated by the safety mechanism SM1. SM1 is also responsible for
notification of IF fault status to the driver. In addition, faults in safety mechanism SM1 are detected by
another safety mechanism SM2 which is responsible for the mitigation of SM1 faults and the notification
of SM1 fault status to the driver.

Detecting, controlling and
notifying the fault of IF

Safety mechanism Intended functionality
(SM1) (IF)

N

A4

Safety mechanism
(SM2)

Detecting and notifying
the fault of SM1

Key
—>  Safety mechanism at origin of arrow detects fault in component at tip of arrow

Figure 19 — System architectural design of the example

Figure 19 shows a typical dual point failure path of intended functionality (IF) and safety mechanism
(SM1), which is intended to detect failures in IF. Assuming that there are no dependent failures between
SM1 and IF, the dual point failures resulting from the combination of IF and SM1 are determined
considering

— order of occurrence of the faults;

— rate of detecting and controlling the first fault;

— rate of notifying to the driver of a detected fault; and
— time to repair after driver notification.

From the above consideration, four cases of dual point failure can be listed as shown in Table 2.
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Table 2 — Patterns of dual point failure in the example architecture

First fault: SM1 - Second fault: IF First fault: IF —» Second fault: SM1

Pattern 1 Pattern 3

A faultin SM1 is mitigated by SM2 but not | A faultin IF is mitigated by SM1 but not
notified. The exposure duration of the fault |notified. The exposure duration of the fault
is taken as the vehicle lifetime which is the |is taken as the vehicle lifetime which is the
Cannot notify worst case exposure duration. worst case exposure duration.

the driver or

A fault in SM1 is not mitigated by SM2. The
exposure duration of the fault is taken as
the vehicle lifetime which is the worst case
exposure duration.

Pattern 2 Pattern 4
Can notify the A fault in SM1 is mitigated and notified by |A faultin IF is mitigated and notified by SM1.
driver SM2. The exposure duration of the faultis |The exposure duration of the fault is taken as
taken as the expected time required for the |the expected time required for the driver to
driver to take the vehicle in for repair. take the vehicle in for repair.

8.3.2.4 The formula for calculation

The formulain this sub-clause refers to the patternslisted in Table 2 and the content of ISO 26262-5:2018,
9.4.2.4.

MpMHF = AspF + ARF

+ 0,5 x AsM1,DPF latent * AIE,DPF * Tlifetime Pattern 1
+ ASM1,DPF,detected x AIF,DPF x Tservice Pattern 2
+ 0,5 x AIF,DPF latent X ASM1,DPF * Tlifetime Pattern 3
+ AlF,DPF,detected X ASMl,DPF x Tservice Pattern 4
where
MpMHF is the PMHF value determined using ISO 26262-5:2018, 9.4.2.2;
ASPE is the single point failure rate;
ARF is the residual failure rate;
AIF,DPF is the dual point failure rate for IF;

AIF,DPF.detected is the IF’s detected and notified dual point failure rate;

AIF,DPF.latent is the IF’s latent dual point failure rate (mitigated but not notified);
ASM1,DPF is the SM1’s dual point failure rate;

ASM1,DPEdetected 1S the SM1’s detected and notified dual point failure rate;

ASM1,DPF latent is the SM1’s latent dual point failure rate;

Tlifetime is the vehicle lifetime;

Tservice is the expected time to repair after notification provided to driver.
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NOTE1 In this example, since all hardware elements are monitored by a safety mechanism, the single-point
failure rate is equal to zero (Aspr = 0).

NOTE 2 In pattern 1 and 3, the order which the individual faults for the dual-point failure occur is important.
In pattern 1, the latent dual-point fault of the SM1 occurs before the dual-point fault of the IF. In pattern 3, the
latent dual-point fault of the IF occurs before the dual-point fault of the SM1.

Using the terms defined in 8.1.8 the different dual-point failure rates can be calculated as follows:

40

AIE,DPF = AIE,DPF,primary *+ AIF,DPF,secondary

AIF,DPFprimary = (1 = Figsafe) * (1 = FIgpvsG) X AIF

AR DPE,secondary = (1 = FiF safe) X FIF,pvSG * KFMC,SM1,RF X AIF
AIF,DPF.detected = AIF,DPF,detected,primary + AIF,DPF,detected,secondary

AIF,DPF,detected,primary = AIF,DPFprimary X Krmc1,sM1,MPF = (1 - Figsafe) x (1 - Figpvsc) *
KrMc1,5M1,MPF X AIF

AIF,DPF,detected,secondary = AIF,DPF,secondary X KFMc2,sM1,MPF = (1 — FiFsafe) * FIF,PvsG X KFMC,SM1,RF X
KFMcC2,SM1,MPF * AIF

AIF,DPF.latent = AIF,DPF,latent,primary + AIF,DPF,latent,secondary

AIF,DPF,latent,primary = AIEDPFprimary X (1 — Krmc1,sm1,MpF) = (1 - Figsafe) X (1 - Firpvsg) X
(1 - KFmc1,5M1,MPF) * AIF

AIF,DPFlatent,secondary = AIF,DPF,secondary * (1 = KpMc2,5M1,MPF) = (1 = FiEsafe) * FIEPVSG X KFMC,SM1,RF X
(1 - Krmc2,5M1,MPF) % AIF

ASM1,DPF = ASM1,DPF,primary + ASM1,DPF,secondary

ASM1,DPE,primary = (1 = FsM1,safe) % (1 = Fsm1,pvsG) x Asm1
ASM1,DPF,secondary = (1 = FsM1,safe) X FsM1,pvsG X KrMc,SM2,RF X AsM1
ASMl,DPF.detected = ASM1,DPF,detected,primary + ASMl,DPF,detected,secondary

ASM1,DPF,detected,primary = ASM1,DPF,primary X KrMc1,5M2,MPF = (1 — FsMisafe) * (1 — Fsm1,pvsG) X
KgMc1,5M2,MPF X AsM1

ASM1,DPF,detected,secondary = ASM1,DPFsecondary * KrMmc2,sM2,MPF = (1 - FsMmisafe) * FSM1,pPvsG X
Krmc,sM2,RF X KEMC2,SM2,MPF * AsM1

ASMl,DPF.latent = ASM1,DPF,latent,primary + ASM1,DPF,latent,secondary
ASM1,DPF latent,primary = ASM1,DPE,primary * (1 = Krmc1,smM2,MPF) = (1 = FsMi,safe) * (1 = Fsm1,pvsG) X

(1 - Krmc1,5M2,MPF) * Asm1
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ASM1,DPF latent,secondary = ASM1,DPFsecondary X (1 — Krmc2,sM2,MPF) = (1 — FsM1,safe) X FsM1,pPvsG X
Krmc,sm1,RF * (1 = KFMc2,5M2,MPF) X AsMm1

where

AIF

Asm1

FiF safe
FsM1,safe

FEpvsG

FsM1,pvsG

KrMc,SM1,RF

KrMcC1,5M1,MPF

KFMc2,5M1,MPF

KF¥Mmc,SM2,RF

KF¥Mc1,5M2,MPF

KrMc2,5M2,MPF

is the IF’s failure rate;

is the SM1’s failure rate;

is the ratio of safe faults of the IF;
is the ratio of safe faults of SM1;

is the ratio of faults of the IF that have the potential to directly violate a safety
goal in absence of a safety mechanism;

is the ratio of faults of SM1 that have the potential to directly violate a safety goal
in absence of a safety mechanism.

NOTE Failure of some safety mechanisms can cause a safety goal violation by
themselves, e.g. an ECC can corrupt a correct value by falsely correcting it.

is the IF’s diagnostic coverage with respect to residual faults (SM1);

is the IF’s detection and notification diagnostic coverage with respect to primary
multiple-point faults (SM1);

is the IF’s detection and notification diagnostic coverage with respect to second-
ary multiple-point faults (SM1);

is SM1’s diagnostic coverage with respect to residual faults (SM2);

is SM1’s detection and notification diagnostic coverage with respect to primary
multiple-point faults (SM2);

is SM1’s detection and notification diagnostic coverage with respect to secondary
multiple-point faults (SM2).

© ISO 2018 - All rights reserved 41



2018
2018(E)

BSISO 26262-10
ISO 26262-10

%,_WE_E,_UEUE%EQ:>_m< Arewad uNerdq TS Y 5/ _ auou ?E_a.&aqzm& 5/ 510 4 Nd
Arewnid paWIIOP 4Aq THS Y 0y Aewad3usiel4da TSy 09 0 ZINS Arewnd'da' TSy 001 70 T4
. ——— 0S TINS
AIepu02as'paIP'Ida TS Y 9's HEPUORSIUNLIAA'TNS Y ¥z 90 ZINS Arewnidda TSy 09 ST 80 ZINS X ST0 and
S0 oJes
APy Idady ST Gempdauare 44y 5y L0 TINS 0'ST ST'0 0 INd
0'sT 0 suou X ST0 a4
00T Al
Arepuoaas paaP ATy Py Arepuoos el dddly 9'c 80 TS Aaepuoas'addiary 08T 0z 60 TINS X 70 v N
S0 ajes
Swst
eyoIwW
Judje| £19)¢es Jo
Suraq [eos8 duUIsqe
wo.yy [eo3 | f19yes ayy | ureod
apow (u/6-2) | L1d5es | Buneoia | fyoges
(4/6-3) (4/6-2) | soanqrey | aunjreyayy arex Jo uor wo.y ayp
ojel EX1A| juare] 03 | Sunuasaad (u/6-2) aanjrey je[oia apowt Jje[oia
aanjrey aanjrey 1adsax (s)uis ajex Jnej ‘MM | dunjrej ayy | 01 en
Jneq Jneg yum ueydam auanjrey jurod afe  |Sunuaaaud| uajod uonn
jurod jurod 98e1240d | £)3yes .10 neq -9[8uIs JI9A0D (s)us ayisey [ quisiq (u/6-2) aweN
reng -ordnmnpy apouwr sueaur jurod 1o spow | rueydow | spowr | apop Apon aer Judu
uondrsaq pa1alaq uondLosag juRe ainprej | uonodajeq | uondrsaqg renq [enpisay | aanqreq | A)dyes |aanqreq | auanpreg | aunjreg | aunpreg | odwo)

6T 9In3T ul 3.an323)ydJae ajdwexa 9y} 10jJ sajel a.anjrej sjdwexy — € 3qeL,

© ISO 2018 - All rights reserved

42



BSISO 26262-10:2018
IS0 26262-10:2018(E)

EXAMPLE The formula Mpyyr in 8.3.2.4 can be calculated based on the values in Table 3 according to the
equations for dual-point failure rates calculation as follows:

A1g,ppF = 33e-9/h
AIF,DPF,detected = 24,9€-9/h
AIF,DPF latent = 8,1€-9/h
Asm1,ppF = 23,5e-9/h
ASM1,DPF,detected = 7,6€-9/h
ASM1,DPF latent = 15,9€-9/h

Mpmur = 18,5e-9/h + 0,5 x 15,9e-9/h x 33e-9/h x 10 000 h + 7,6e-9/h x 33e-9/h x 20h + 0,5 x 8,1e-9/h x 23,5e-9/h
x 10 000 h + 24,9e-9/h x 23,5e-9/h x 20 h = 18,504e-9/h

If for example
F1gsafe = 0 (the IF has no safe faults),
FsMm1,safe = 0 (SM1 has no safe faults),

Fiepvsc = 1 (the IF has only faults with the potential to violate the safety goal in absence of a safety
mechanism), and

Fsm1,pvsg = 0 (SM1 has no faults with the potential to violate the safety goal in absence of a safety
mechanism),

the dual-point failure rate could be calculated as follows:

AIF,DPF = KFMC,SM1,RF X AIF

AIF,DPF.detected = KFMC,SM1,RF X KFMC2,5M1,MPF X AIF
AIF,DPF.latent = KFMc,sM1,RF * (1 — KFmc2,SM1,MPF) X AIF
AsM1,DPF = AsMm1

ASM1,DPF.detected = KFMC1,SM2,MPF X ASM1
AsM1,DPF.latent = (1 — KFMC1,5M2,MPF) * AsM1

The formulas in this sub-clause assume an exponential failure rate model and first order approximation
[e.g. Tiifetime X Asm1 and Tijfetime * Ajr both small (typically <0,1)].

The contribution of Tseryice is evaluated in the following cases, where the calculation of Mpmur
is conducted to verify if the PMHF target value can be achieved with the considered HW design
assumptions:

a) If the PMHF target value is higher than or equal to Aspr + ARr + Asm1,DPF * AIEDPF % Tlifetime, the
PMHF target value can be achieved independent of the value of Tservice-

NOTE MpMHF = Aspr + ARF + AsM1,DPF % AIE,DPF % Tlifetime When all dual point faults are assumed to be
latent for calculation.

b) Ifthe PMHF target value is lower than Aspg + ARf + (AsM1,DPF latent X AIF,DPF + AIF,DPF,latent X ASM1,DPF)
x 0,5 x Tlifetime, the PMHF target value cannot be achieved independent of the value of Tservice-

© ISO 2018 - All rights reserved 43



BSISO 26262-10:2018
IS0 26262-10:2018(E)

NOTE MpMmHF = Aspr + ARF + (AsSM1,DPFlatent * AIE,DPF + AIE,DPFlatent X ASM1,DPF) % 0,5 X Tlifetime When
Tservice is assumed to be equal to zero for calculation.

c) If the PMHF target value is lower than Aspr + ARF + Asm1,DPF % AIE,DPF * Tlifetime, and is higher than

or equal to Aspg + ARF + (AsM1,DPFE latent X AIF,DPF + AIE,DPF latent X AsM1,DPF) % 0,5 x Tiifetime, the PMHF
target value can be achieved if the value of Tservice satisfies the following equation:

Tservice < (PMHF target value — Aspr — ARF — (AsM1,DPF latent X AIF,DPF * AIE,DPF,latent X AsM1,DPF) % 0,5 x
Tiifetime)/ (ASM1,DPF,detected * AIF,DPF * AIF,DPF,detected X ASM1,DPF)-

NOTE This equation is used in 12.3.1.2.

8.4 PMHF units — Average probability per hour

Reliability analysis commonly provides the failure rate for individual components or parts. Functional
safety needs to consider the effect of fault detection, control and notification functions provided by
safety mechanisms. Therefore, even if the same units (1/h) as reliability analysis is used, the meaning
is not the same.

ISO 26262-5:2018, 9.4.2.1 gives the units for the PMHF calculation as average probability per hour over
the operational lifetime of the item. NOTE 1 of the sub-clause points out that failure rate and average
probability of failure per hour over the operational lifetime of the item are different values even if they
share the same units.

The PMHF calculation is used to determine if the risk of safety goal violation due to random hardware
failure of the item is sufficiently low with respect to the assigned ASIL. PMHF does not show how often
random hardware faults occur. Even if the failure rate of a hardware element is high, the PMHF may be
low due to good hardware architectural design including safety mechanisms.

PMHF consists of contributions from single point faults (8.1.2), residual faults (8.1.3), detected or
perceived dual point faults (8.1.4 and 8.1.5), and latent faults (8.1.6). The average probability per hour
over the operational lifetime of the item of each type of fault contributes to PMHF differently.

The following shows the derivation of the average probability of failure per hour over the operational
lifetime of the item regarding single point faults.

Prob(T<t)=F(t)=1-R(t), t>0

where

Prob(T <t) isthe probability that failure occurs until ¢;

F(t) is the failure distribution;

t is the time;

T is the time the failure occurs;

R(t) is the system reliability over time.

F(t) is represented as:

F(e)=], f(r)xdr

where f(t) is failure density function.
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The instantaneous failure rate A(¢) is:

A(0) ZAltigO{R(t)—R(HAt)}

AtxR(t)
A
R(t) 1-F(t)

In general, failure rate is considered as constant and failure density has exponential distribution.
Therefore, F(t) = 1 - e"At, where A is the failure rate.

Then, average probability of failure per hour (according to [SO 26262-5), over operational life time
(Tifetime) is:

PI‘Ob(T < Tifetime ) _ 1- e_'IXTlifetime

Tlifetime Tlifetime

<<1,then1—e ieime ~ 3 x T

lifetime

IfAXT.

lifetime
Therefore, average probability of failure per hour over the operational lifetime of the item can be
simplified as:

Prob(T < Tifetime ) -1

Tlifetime

Consequently, regarding the single point fault, average probability of failure per hour over the
operational lifetime of the item is equivalent with failure rate. Average probability of failure per hour
over the operational lifetime of the item by residual fault is similarly shown by considering the fraction
of fault detected and handled by safety mechanisms.

If multiple-point faults are considered, exposure durations are taken into account as stated in
ISO 26262-5:2018, 9.4.2.4. If the multiple-point fault is detected or perceived, then exposure duration
is equivalent to the time span to maintain service after the occurrence of the fault. In this case, average
probability per hour over the operation time depends on the failure rate and exposure duration and
is independent of vehicle lifetime. If the multiple-point fault remains latent, then average probability
of failure per hour over the operational lifetime depends on the operational lifetime. These are
mathematically represented in the formula shown in 8.3.2.4.

EXAMPLE A system has two independent components, A and B, providing system redundancy. Both
components must fail to violate the safety goal. The failure of neither component by itselfis detected and reported,
i.e. all faults of components A and B are latent dual-point faults. Both have exponential failure distributions:

t
Fy (t):J.),A xe "W Tdr =1-¢ "4 and
0

¢
Fy (t)=IAB xe MBTgr=1_e B¢

0
Where A5 and Ap are failure rates of component A and B respectively, with Ap = Ag = 3e-6/h.

Figure 20 shows the failure distribution F(t) of a multiple-point failure of component A and component B for
lifetimes up to 10 000 h (black solid line). The time derivative f(t) of this failure distribution, divided by the
corresponding reliability R(¢), is the instantaneous failure rate of this multiple-point failure. Since f(¢) increases
with time while R(t) remains very close to 1,0, this instantaneous failure rate increases with time.

The slope of the dotted and dashed grey lines represents the average probability per hour at 5 000 h and 8 000 h
respectively. Note that average probability per hour is not equivalent to a constant failure rate. The slope of the
dot-dash and solid grey lines represents the failure density function f(¢) at 5 000 h and 8 000 h respectively. This
failure density is very close to the instantaneous failure rate in this example since R(t) is very close to 1,0.
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Assuming Ap x Tlifetime and Ap x Tlifetime are small, the probability of violating the safety goal within the vehicle
life time [F(t)] is approximately:

F (Tlifetime ) ~ (lA x Tlifetime )X (A’B X Tlifetime )
Consequently, average probability per hour over the operational lifetime of the item is:
F(Tlifetime )/Tlifetime ~ )“A ><}'B ><Tlifetime

The corresponding instantaneous failure rate is approximately:

fi_i(’rlifetime ) f(Tl'f . )
AT _ _ ifetime ) 2% 2 Ao X Thee s
( lifetime ) 1-F (Tlifetime ) R (Tlifetime ) XAp XAB X Ljfetime
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Figure 20 — Example Failure Rate Distribution

In summary, the example illustrates the main intention of the PMHF calculation, as defined in
The probability of violation of the safety goal over the operational life time of the item
is determined and divided by the operational life time of the item. The result is expressed as average
probability per hour, typical for this kind of evaluation (i.e. same unit is used in IEC 61508) and is not a
failure rate.

The system failure rate is a time dependent function that may become very complicated to evaluate,
especially when redundancy is included in the system design. The example illustrates this complexity
on the simplest redundant architecture. In addition, the interpretation of such a function is not obvious
for non-specialists, while a probability is an easily understandable quantity.

NOTE S0 26262-4 gives no guidance on how to determine operational lifetime. It is the responsibility of the
item owner to specify the operational lifetime to be used.
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9 Safety Element out of Context

9.1 Safety Element out of Context development

The automotive industry develops generic elements for different applications and for different
customers. These generic elements can be developed independently by different organizations. In such
cases assumptions are made about the requirements and the design; including the safety requirements
that are allocated to the element by higher design levels and on the design external to the element.

Such elements can be developed by treating these as Safety Elements out of Context (SEooC). An SEooC
is a safety-related element which is not developed for a specific item. This means, it is not developed in
the context of a particular vehicle.

An SEooC can be a system, a combination of systems, a subsystem, a software component, a hardware
component or a part. Examples of SEooC include system controllers, ECUs, microcontrollers, software
implementing a communication protocol or an AUTOSAR software component.

An SEooC cannot be an item as the development of an item always requires the context of a vehicle
intended for series production. In the case where the SEooC is a system, this system is not developed in
the context of a vehicle and therefore it is not an item.

SEooCs differ from qualified software components described in ISO 26262-8:2018, Clause 12 and
evaluated hardware elements described in ISO 26262-8:2018, Clause 13:

— AnSEooCis developed, based on assumptions, in accordance with the ISO 26262 series of standards.
It is intended to be used in multiple different items when the validity of its assumptions can be
established during integration of the SEooC.

— Qualification of software components and evaluation of hardware elements address the use of pre-
existing software components or hardware elements for an item developed under the ISO 26262
series of standards. These are not necessarily designed for reusability nor developed under the
ISO 26262 series of standards.

For software development, Table 4 describes the intended use of qualification, safety element out of
context and the proven in use argument for different software components. For hardware development,
an equivalent table could be constructed.

Table 4 — Categorization of the software components

Categorization of Soft- | [SO 26262-6 | ISO 26262-8:2018, SO 26262-6 1SO 26262-8:2018,
ware Component in context of an Clause 12 as Safety Element Clause 14
item Qualification of SW out of Context Proven in use ar-
Component gument
Newly developed Suitable Not suitable Suitable Not suitable
Re-use with change Suitable Not suitable Suitable Suitablea
Re-use without change Not suitable Suitable Suitable Suitable
(if originally devel-
oped as SEooC)
a  SeelS026262-8:2018, 14.4.4.

When developing an SEooC, applicable safety activities are tailored as described in ISO 26262-2:2018,
6.4.5.7. Such tailoring for the SEooC development does not imply that any step of the safety lifecycle can
be omitted. In case certain steps are deferred during the SEooC development they are completed during
the item development.

The ASIL capability of an SEooC designates the capability of the SEooC to comply with assumed safety
requirements assigned with a given ASIL. Consequently, it defines the requirements of the ISO 26262
series of standards that are applied for the development of this SEooC.
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An SEooC is thus developed based on assumptions; on an intended functionality and use context which
includes external interfaces. These assumptions are set up in a way that addresses a superset of items,
so that the SEooC can be used later in multiple different, but similar, items.

The validity of these assumptions is established in the context of the actual item while integrating
the SEooC.

An item may contain multiple SEooCs, with SEooCs interfacing directly to each other. In this case the
validity of the assumptions of one SEooC is established considering the interfacing SEooC.

In a case where the validity of the assumptions made during the SEooC development cannot be
established during its integration into the item, either a change to the SEooC or to the item can be made
as described in ISO 26262-8:2018, Clause 8.

9.2 Use cases

9.2.1 General

The development of an SEooC involves making assumptions on the prerequisites of the corresponding
phase in the product development, e.g. for a software component, which is a part of the software
architectural design, the corresponding phase is ISO 26262-6:2018, Clause 7. It is not necessary to make
assumptions on all prerequisites.

Figure 21 shows relationship between assumptions and SEooC development. The development of an
SEooC can start at a certain hierarchical-level of requirements and design. Each individual requirement
or design prerequisite is pre-determined in the status "assumed".

The correct implementation of the requirements for the SEooC (derived from the assumed high-level
requirements and assumptions on the design external to the SEooC) will be verified during the SEooC
development.

Assumptions
on design
external to
SEooC

Assumed
requirements

SEooC
requirements

SEooC design

Figure 21 — Relationship between assumptions and SEooC development

The validation of these requirements and assumptions are then established during the development of
the item.

Similarly, verification activities demonstrate that a developed SEooC, at any level, is consistent with the
requirements in the context where it is used. For example, when a software component, developed out of
context, is used, the verification of the software specification can demonstrate that the requirements in
the software architectural design specification are met. This verification report can be produced when
development of the SEooC is finished and the item development reaches the phase where requirements
on the safety element are formulated.

Some typical examples of SEooC are given below; namely a system, a hardware component and a
software component.
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9.2.2 Development of a system as a Safety Element out of Context example

This section is intended to show how the tailoring of the SEooC concept is applied to a new E/E system
which can be integrated by different vehicle manufacturers.

For the purpose of this example, the system includes functionality to both activate a function under
certain vehicle conditions and to allow the deactivation of the function on proper driver requests. The
process flow is given in Figure 22.

SEooC system development Item development
8-8 Change 8-8 Change
management management
3 Concept phase
3 Concept phase
2'2 Considered partially 2.
3.7 nré\ég{JEnS;i(l:‘:of 6.4.5.7|  Assumptions on item level not
development 3 valid

57|  Establish validity
b) of assumptions

/M valid

4 Product development

System level

4-5 Considered fully in scope of
4-6 SEooC system development

Considered partially in scope
4-7
of SEooC system
4-8
development

| — 4 Product development
¢ ¢ System level

5 Product development 6 Product development

Hardware level Software level

5-5 6-5
2’6 Considered fully in 6-6
5’; scope of SEooC Z’;
59 system development 69
5-10 6-10
6-11 -

Considered fully in
scope of SEooC
system development

NOTE 1 Some additional tailoring of the requirements can be necessary depending on the exact nature of
the SEooC.

NOTE2 Depending on the exact nature of the SEooC, some requirements of [SO 26262-3 and [SO 26262-4
cannot be applicable, and therefore only partial consideration is made.

NOTE 3  Although all the clauses of the ISO 26262 series of standards are not shown, this does not imply that
they are not applicable.

Figure 22 — SEooC system development

Step 1a — Definition of the scope of SEooC

Based on assumptions, the SEooC developer defines the purpose, functionalities and external interfaces
of the SEooC.

Examples of such assumptions on the scope of the SEooC can be:
— The system is designed for vehicles with a gross mass up to 1 800 kg.
— The system is designed for front-wheel driven vehicles.

— The system is designed for maximum road slope of 32 %.
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— The system has interfaces with other external systems to get the required vehicle information.

— Functional requirements:
— Thesystemactivates the function whenrequested by the driver under certain vehicle conditions;
— The system deactivates the function when requested by the driver.

Step 1b — Assumptions on safety requirements for the SEooC

The development of an SEooC makes assumptions about the item definition, the safety goals of the item,
and the corresponding functional safety requirements related to the SEooC functionality in order to
identify the technical safety requirements of the SEooC.

Examples of assumptions on the functional safety requirements allocated to the SEooC can be:

— The system does not activate the function at high vehicle speeds (ASIL x).

— The system does not deactivate the functionality when the driver request is not detected (ASIL y).
To achieve the assumed safety goals, specific assumptions on the context are defined.

Examples of assumptions on the context of the SEooC can be:

— An external source will provide information at the requested ASIL enabling the system to detect the
proper vehicle condition (ASIL x).

— Anexternal source will provide information about the driver request at the requested ASIL (ASILy).
Step 2 — Development of the SEooC

When the technical safety requirements have been derived from the assumed functional safety
requirements of the item, the SEooC is developed following the requirements of the ISO 26262 series of
standards.

Step 3 — Work products

At the end of the SEooC development, the work products that show that the derived technical safety
requirements are fulfilled, are made available. All necessary information from the work products is
then provided to the item integrator, including SEooC safety requirements and the assumptions made
on the context.

Step 4 — Integration of the SEooC into the item

During item development, the safety goals and the functional safety requirements are specified. The
functional safety requirements of the item are matched with the functional safety requirements
assumed for the SEooC to establish their validity.

In the case of an SEooC assumption mismatch, a change management activity, beginning with an impact
analysis, is conducted as described by ISO 26262-8:2018, Clause 8. Potential outcomes include:

— the difference can be deemed to be acceptable with regard to the achievement of the safety goal, and
no action is taken.

— the difference can be deemed to impact the achievement of the safety goal and a change can be
necessary to either the item definition or the functional safety concept.

— the difference can be deemed to impact the safety goal and a change is required to the SEooC
component (including possibly a change of component).
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9.2.3 Development of a hardware component as a Safety Element out of Context example

9.2.3.1 General

This section uses a microcontroller (MCU) as an example hardware component SEooC. The process
flow is given in Figure 23.

SEooC Hardware Component Development Item development
3 Concept phase
3.5 Considered not in 3
36 scope of HWSEooC Concept phase
3.7 development
4 Product development
8.8 Change 8.8 Change
System level management management 4 e
System level
4-5 Considered not in
4-7 scope of HWSEooC
4-8 development
4-6 Considered fully in
scope, partially in 2-
scope, or not in scope 6.4.5.7| ions on system level not
of HW SEooC 3 valid
development 2
4.57 Establish validity
b) of assumptions
valid
5 Product development
Hardware level

5-5 5 Product development
5-6 . .

Considered partially or
g; fully in scope of HW Hardware level

SEooC development
5-9
5-10

NOTE1 Some additional tailoring of the requirements can be necessary depending on the exact nature of the
SEoo0C, e.g. to adapt target values for the probability to violate a safety goal due to random hardware failure.

NOTE 2 Depending on the exact nature of the SEooC, some requirements of [SO 26262-5 are not applicable,
and therefore only partial consideration is made.

NOTE 3  Although all the clauses of the ISO 26262 series of standards are not shown, this does not imply that
they are not applicable.

Figure 23 — SEooC hardware component development

9.2.3.2 Step 1 — Assumptions on system level

The development of an MCU (see Figure 23) as an SEooC starts (step 1) with an assumption of the
system level attributes and requirements as per ISO 26262-2:2018, 6.4.5.7.

This stage can be broken down into two sub-steps (1a and 1b) based on the analysis of some reference
applications. The requirements are assumed with respect to the pre-requisites for HW product
development (ISO 26262-5:2018, Table A.1); examples follow.

9.2.3.3 Step 1a — Assumptions on technical safety requirements

Below are some example assumed technical safety requirements created for an MCU.
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Assumptions on technical safety requirements (step 1a):

a) Failures of the CPU instruction memory are mitigated by safety mechanism(s) in hardware with
at least the target value (e.g. 90 %) assigned for the single-point fault metric at the HW part level
(might also be expressed in terms of required DC).

b) The contribution of the MCU to the total probability of violation of a safety goal is no more than
10 % of the indicated probability for the relevant ASIL.

c¢) To achieve a safe state, the MCU drives all /0 outputs to a low state when reset is asserted.

d) Any safety mechanisms implemented related to the processing function completes in less than 10
milliseconds (assigned portion of the fault handling time interval on the appropriate level within
the system architecture).

e) A memory protection unit is present to provide the possibility of separating software tasks with
different ASILs.

ASIL capability is established at this step.

9.2.3.4 Step 1b — Assumptions on system level design
Some examples of system level design assumptions, external to the SEooC:

a) The system will implement a safety mechanism on the power supply to the MCU to detect over
voltage and under voltage failure modes.

b) The system will implement a windowed watchdog safety mechanism external to the MCU to detect
either clocking or program sequence failures of the MCU.

c) Asoftware test will be implemented to detect latent faults in the EDC safety mechanism of the MCU.

d) A SW-based testis executed at key-on to verify the absence of latent faults in the logical monitoring
of the program sequence of the CPU.

e) Debug interfaces of the MCU are not used during safety-related operation. Therefore, any faults in
the debug logic will be considered safe faults.

9.2.3.5 Step 2 — Execution of hardware development

On the basis of these decisions (assumed technical safety requirements and assumptions related to
the design external to the SEooC), the SEooC is developed (step 2) as written in [SO 26262-5 and each

applicable work product is prepared. For example, the evaluation of safety goal violations due to random
HW failures (see work product written in ISO 26262-5:2018, 9.5.1) is done considering the SEooC
assumptions, including any budget for FIT rate found in the assumed technical safety requirements. On

the basis of the SEooC assumptions, the safety analyses and the analysis of dependent failures internal
to the MCU are performed referring to [SO 26262-9

9.2.3.6 Step 3 — Work products

At the end of the MCU product development (step 3), the necessary information from the work products
is provided to the system integrator. This includes the following documentation: assumed requirements,
assumptions related to the design external to the SEooC and applicable work products of the ISO 26262
series of standards (for example, the report on the probability of a violation of a safety goal due to
random HW failure).

9.2.3.7 Step 4 — Integration of the SEooC into the system

When the MCU developed as an SEooC is considered in the context of the item HW product development
phase, the validity of all SEooC assumptions including SEooC assumed technical safety requirements
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and the assumptions related to the design external to the SEooC are established (step 4). It is plausible
that mismatches between SEooC assumptions and system requirements will occur. For example, the
item developer could decide not to implement an assumed external component. As a consequence, the
evaluation of safety goal violations due to random HW failures done by the SEooC developer might no
longer be consistent with the item.

In the case of an SEooC assumption mismatch, a change management activity beginning with impact
analysis is conducted as written in ISO 26262-8:2018, Clause 8. Potential outcomes include:

— The difference can be deemed to be acceptable with regard to the achievement of the safety goal,
and no action is taken.

— The difference can be deemed to impact the achievement of the safety goal and a change can be
necessary to the either functional safety concept or the technical safety requirements.

— The difference can be deemed to impact the achievement of the safety goal and a change is required
to the SEooC component (including possibly a change of component).

— The difference can be deemed to impact the achievement of the safety goal, and therefore safety
metrics are recalculated, but the recalculated metrics show that the design meets the system
targets, so no change is necessary.

9.2.4 Development of a software component as a Safety Element out of Context example

9.2.4.1 General

This clause illustrates the different steps of the application of the SEooC concept to a new medium/low
level software component. The process flow is given in Figure 24.
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Software SEooC Component Development Item development
3 Concept phase
Change Change
i i 8-8 8-8 3
gg Sgsg:'gfersev% 211?2:7‘:(: management management Concept phase
3.7 development
4 Product development
System level 4 Product development
System level
45 Considered not in scope of
SW SEooC development
Considered partially in
4-6 scope of SW SEooC
&7 development 2:6.4.57 Assumptions on system level not
a) valid
48 Considered not in scope of 2-
SW SEooC development 6.4.57]  Establish validity
b) of assumptions
6 Product development ) valid
Software level
Considered fully in
6-5 scope of SW SEooC
development
6 Product development
66 Considered partially in
67 scope of SW SEooC Software level
development
o8 Considered fully in
- scope of SW SEooC
6-9
development
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6-10 scope of SW SEooC
6-11 development _

NOTE 1 Some additional tailoring of the requirements can be necessary depending on the exact nature of
the SEooC.

NOTE 2 Depending on the exact nature of the SEooC, some requirements of [SO 26262-§ are not applicable,
and therefore only partial consideration is made.

NOTE 3  Although all the clauses of the ISO 26262 series of standards are not shown, this does not imply that
they are not applicable.

Figure 24 — SEooC software component development

9.2.4.2 Step 1a — Assumptions on the scope of the software component as an SEooC

This step is intended to state the relevant assumptions regarding the purpose of the software
component, its boundaries, its target environment, its functionalities and its properties.

Examples of such assumptions include:
— The software component is integrated into a given software layered architecture.

— Any potential interference caused by the software component is detected and handled by its
environment.

— The software component provides the functions as specified in the assumed software functional
requirements.

9.2.4.3 Step 1b — Assumptions on the safety requirements of the software component

Step 1b is intended to make assumptions on higher level safety requirements that potentially impact
the software component in order to derive its software safety requirements. For example, if a given
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set of data calculated by the software component is assumed to be of high integrity (ASIL x), then the
resulting software safety requirements allocated to the SEooC can be:

— The software component detects any corruption on the input data which can violate safety goals
(ASIL x);

— The software component signals the error conditions to be notified based on the assumed technical
safety requirements (ASIL x);

— A default value is returned with a fault status for any error condition detected (ASIL x); and

— The software component returns the following results coded with CRC and a status (ASIL x).

9.2.4.4 Step 2 — Development of the software component

Once the necessary assumptions on the software component are explicitly stated, the SEooC is developed
in accordance with the requirements of corresponding to its ASIL capability (ASIL x in this
example). All applicable work products are made available for further integration in different contexts,
including the work products related to the verification of the assumed software safety requirements.

9.2.4.5 Step 3 — Integration of the software component in a new particular context

Before the software component is integrated with other software components in a new particular
context, the validity of all the assumptions made on this SEooC are checked with regard to this
context. This includes the assumed software safety requirements with their ASIL capability and all the
assumptions made on the purpose, boundaries, target environment, functionalities and properties of
the software component (see 9.2.4.2 and 9.2.4.3).

In the case where some assumptions regarding the software component do not fit with this new context,
an impact analysis is initiated in accordance with [SO 26262-8:2018, Clause 8. Potential outcomes of the
impact analysis include:

— The discrepancies are acceptable with regard to the achievement of the safety requirements
applicable at the software architectural design level, and no further action is taken.

— The discrepancies impact the achievement of the safety requirements applicable at the software
architectural design level and a change can be necessary to these requirements in accordance with
[SO 26262-8:2018, Clause 8.

— The discrepancies impact the achievement of the safety requirements applicable at the software
architectural design level and a change is required to the SEooC component (including possibly a
change of component) in accordance with [SO 26262-8:2018, Clause 8.

NOTE In the case where the integration of a software component in a particular software architectural
design results in the coexistence of software safety-related elements that have different ASILs assigned, the
criteria for coexistence of elements are fulfilled as described in ISO 26262-9:2018, Clause 6, or alternatively the
elements with lower ASILs are upgraded to the higher ASIL.

10 An example of proven in use argument

10.1 General

The item and its requirements described in this clause are an example. The safety goal, its ASIL and the
following requirements are given to illustrate the proven in use argument defined in [SO 26262-8:2018,
Clause 14 (proven in use argument). This example does not reflect what the application of the ISO 26262
series of standards on a similar real-life example would be.
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10.2 Item definition and definition of the proven in use candidate

A vehicle manufacturer wants to integrate new functionality into a new vehicle. For the purpose of this
example, the item implementing this functionality is composed of sensors, one ECU that includes the
complete hardware and software necessary to implement the functionality, and one actuator.

The incorrect activation of the functionality is ranked ASIL C by the vehicle manufacturer. The
corresponding safety goal is derived into an ASIL C functional safety requirement allocated to the ECU.

The supplier of the ECU proposes to carry over an existing ECU already in the field.

The differences between the previous use of the ECU and its intended use in the new application are
analysed. The analysis shows that the software will be modified to implement the new functionality
by changing calibration data, but the ECU hardware can be carried over without modification. The
supplier intends to substitute the demonstration of compliance to requirements of by a
proven in use argument for the hardware of the ECU. The hardware of the ECU is therefore the proven
in use candidate.

10.3 Change analysis

To establish a proven in use credit, the supplier performs a change analysis of the proven in use
candidate.

This analysis shows that no change that could have an impact on the safety behaviour of the proven in
use candidate has been introduced since the beginning of its production.

Moreover, the analysis shows that the differences between the previous use of the proven in use
candidate and its intended use have no safety impact:

— the candidate’s boundary is within the specification limits;
— the previous integration environment requires the same technical behaviour; and

— the cause and effects at the boundary of the candidate are the same in the previous and future
integration environments.

10.4 Target values for proven in use

To establish the validity of the proven in use argument, the supplier estimates the number of cumulated
hours the proven in use candidate has been in the field. The supplier also analyses the field data from
the service period for any safety-related event, i.e. any reported event that would potentially cause, or
contribute to, the violation of a safety goal or a safety requirement regarding the intended usage of the
candidate in the new item.

The estimation of the duration of the service history is performed, based on the number of produced
vehicles embedding the proven in use candidate, together with their production date, and data on the
typical usage of a vehicle in this segment of the market (number of driving hours per year).

The service history is based on the field return of the different vehicles embedding the proven in use
candidate:

— Warranty claims;
— In-the-field defects analyses; or
— Return of defective parts from the vehicle manufacturers.

At the date of the initiation of the hardware development of the item, these analyses show that no
safety-related event has occurred in the field. The total cumulated driving hours are estimated to be
less than the target for the definite proven in use status for an ASIL C, but meets the interim service
period as defined in ISO 26262-8:2018, 14.4.5.2.5.
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The conclusion is then as follows:

— The development of the item can carry on taking credit that the hardware of the ECU is provisionally
anticipated to be proven in use.

— The field observation continues to obtain a definite proven in use status (see ISO 26262-8:2018,
14.4.5.2.5 and 1SO 26262-8:2018, 14.4.5.2.6)

11 Concerning ASIL decomposition

11.1 Objective of ASIL decomposition

The objective of ASIL decomposition is to comply with the safety goal by using multiple sufficiently
independent elements with respect to systematic faults.

11.2 Description of ASIL decomposition

ASIL decomposition refers to the allocation of redundant safety requirements to sufficiently
independent elements of the item. Redundancy in this context does not necessarily imply classical
modular redundancy (see ISO 26262-1:2018, 3.122).

EXAMPLE The main processor of an ECU can be monitored by a redundant monitoring processor, both of
which are independently capable of initiating a defined safe state, even if the monitoring processor is not able to
fulfil the functional requirements allocated to the ECU.

ASIL decomposition can only be understood in the context of systematic failures, that is, the methods
and measures applied to reduce the likelihood of these failures. The requirements on the evaluation
of the hardware architectural metrics and the evaluation of safety goal violations due to random
hardware failures will remain unchanged by ASIL decomposition (See ISO 26262-9:2018, 5.4.5),

EXAMPLE In the case of an ASIL B(D) decomposition, the ASIL D target for the evaluation of the hardware
architectural metrics is not decomposed into separate ASIL B targets for each HW element. As written in
ISO 26262-5:2018, 8.2, target values can be assigned to hardware elements, but those targets are assigned case-
by-case based on an analysis started at the level of the whole hardw